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Agenda

« Compliance Assessment

 Introduction to HIPAA BASICS™

« User Roles and Responsibilities

« Subscription Account Setup

« Lead User Functions

« Compliance Assessment Outputs and Implementation
* Report Admin Interface

« Subscription Maintenance



Training Objectives

« Upon completion of this training, you will be able to:

|dentify the use of HIPAA BASICS™ in achieving HIPAA
Compliance (Privacy/Security)

Describe the user roles and responsibilities within HIPAA
BASICS™

Perform the functions of the Subscriber Administrator in
HIPAA BASICS™

Perform the functions of the Lead User in HIPAA BASICS™

Describe the Report Admin interface and generate rolled up
reporting



HIPAA Implementation Life Cycle

Security/Privacy
Rule

Oversight & Risk

Compliance Management

Implementation




Introduction

« Target Audience: Individuals assigned responsibility for
using HIPAA BASICS™ for tracking HIPAA Compliance

« Length of Training:
— Lecture/Demo: 2 hours



Compliance Assessment



Compliance Assessment

Objectives

« Upon completion of this lesson, you will be able to:
— Describe how HIPAA BASICS™ fits into HIPAA Compliance

— Describe what a compliance assessment is and how it fits
into HIPAA BASICS™

— ldentify the steps that are taken to perform a compliance
assessment using HIPAA BASICS™



Compliance Assessment

5 Phase Approach to HIPAA Compliance




Compliance Assessment

What is a Compliance Assessment?

« A compliance assessment of (Privacy/Security) is made
up of all the requirements pertinent to a specific area
within a Military Treatment Facility (MTF)

« A compliance assessment is set up using HIPAA
BASICS™

« The outcome of a compliance assessment is dependent
on how many of those requirements are met by the MTF
and how many are not

« Areas where the requirements are not met are termed
Gaps

COMPLIANCE ASSESSMENT = GAP ANALYSIS



Compliance Assessment

4 Steps to Performing a Compliance
__Assessment

1. Define the area that you would like to assess, i.e. Medical
Records Department

« (note: requirements can be sorted by HIPAA Rule,
Functional area, or Category)

2. Assign and answer requirements
3. Generate an assessment report and create baseline

4. Mitigate the compliance gaps that exist
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Compliance Assessment

A Few More Details About Compliance
Assessments

« Each compliance assessment is unique

— Only users assigned to work on that assessment can view
the information it contains

— Assessments cannot be viewed across MTFs

 The tool does not share information between
assessments

» Users may be assigned to work on multiple compliance
assessments

11



Compliance Assessment

Summary

* You should now be able to:
— Describe how HIPAA BASICS™ fits into HIPAA Compliance

— Describe what a compliance assessment is and how it fits
into HIPAA BASICS™

— ldentify the steps that are taken to perform a compliance
assessment using HIPAA BASICS™
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Introduction to HIPAA BASICS™
Objectives

« Upon completion of this lesson, you will be able to:
— Describe the purpose of HIPAA BASICS™
— ldentify the database structure of HIPAA BASICS™
— Locate navigation features within HIPAA BASICS™
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Introduction to HIPAA BASICS™

Use of HIPAA BASICS™

MHS HIPAA Security Integrated Project Team (IPT) is
responsible for developing and executing strategy for
implementation and maintenance of the HIPAA Security Rule
requirements throughout DoD

MHS must be able to establish an initial baseline and track
progress toward compliance with HIPAA Security requirements

— Report on the state of MHS HIPAA Security at any point in time

TMA Privacy Office has provided HIPAA BASICS™ to track
and document compliance with HIPAA Privacy and Security
Rules

Mandated for HIPAA Security on April 27, 2004
Strongly recommended for HIPAA Privacy
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Introduction to HIPAA BASICS™

What is HIPAA BASICS™

HIPAA BASICS™ is:

A web-based application

Used to collect, store, process data, and generate reports on

HIPAA requirements

Assists you in identifying where compliance gaps exist and
provides suggested compliance activities relating to HIPAA
Administrative Simplification

Accessible at hipaacompliance.tricare.osd.mil
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Introduction to HIPAA BASICS™

3 Components of HIPAA BASICS™

- A Database containing continually updated information on
HIPAA rules, broken down into discrete tasks that must be
accomplished in order to achieve HIPAA Compliance

« An Interface between your MTF policies and practices
and specific HIPAA requirements — enabling the user to
clearly see where HIPAA standards are met and where
compliance gaps exist

« A Management Tool to assign tasks, manage personnel,
and monitor progress using customizable reports on
compliance status
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Introduction to HIPAA BASICS™

HIPAA BASICS™ Database Structure (1.2
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Introduction to HIPAA BASICS™

HIPAA BASICS™ Database Structure o2

HIPAA Rule: reference Privacy and Security Rule

Requirement Question: refers to the HIPAA
Privacy/Security standard or implementation specification

Requirement Task (test item): a series of criteria
designed to act as a checklist to determine compliance for
a specific Requirement Question

— An actionable step within a Project Plan required to obtain
compliance
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Introduction to HIPAA BASICS™

HIPAA BASICS™ Data Organization

« Requirement questions can be sorted one of several
ways:

HIPAA Rule

 Privacy, Security, Transactions and Code Sets, and Identifiers

Project Category

» Related to compliance categories that cut across rules, such as

Training or Records Maintenance

Functional Area

» QOrganizational departments or areas such as, Human
Resources or Medical Records

Team Member Assignment

» Groups tasks by the user responsible for completing them
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Introduction to HIPAA BASICS™
Navigation

« Proper logoff or you will get locked out for 20 minutes
« Use navigation buttons within HIPAA BASICS™

— Log Off

— Back

— Menu

Subscriber :  Training

Data Collection Date : 2/27/2004

Project Start A

Gap ID :  Training TEST [RELEASE 4)
Lead User : Megan McCarron

Target Completion

T
Log Off Requirements and Gap Answers | Help |

= HIPAA Rule © Functional Area T Category
|Sen:urity51andards j Assigned to All Users j

# Requirement Question
107 A Security Management Process is implermented through policies and procedures to prevent, detect, contain, and correct security wiolations.
108 A Fisk Analysis to assess potential risks and vulnerabilities to the confidentiality, integrity and availability of electronic PHI was conducted (F).
109 A Fisk Managerent Process that implements secornty messures sufficient to reduce risks and valnerabilities to & reasonable and appropriate level i in place (B
110 A Sanction Policy to apply appropriate sanctions against workforce members who fail to comply with the security policies and procedures has been developed (R
Information Systern Activity Review procedures to regularly review records of system activity, such as audit logs, access reports, and security incident tracking

111
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Introduction to HIPAA BASICS™

How to Get Help with HIPAA
_BASICS™

« Help link - helpful information regarding the screen that you are
on

« Contact Us link - allows you to send an email to the HIPAA
Support Center

 Info link — provides information on updates, contains user manual

HIPAA - -
“<BASICS
Log OFf Gap Analysis Project List | Info | Contact Us
Baseline Administrative Sirmplification Integrated Compliance Solution
 uses | et Report
Answer Assign Collection Gap 1D Rel TE Edit Report Status
Gap Analysis Project List | Date 9

m
[

Administrator
Subscriber DEMO GAP FREWIOUS

TRAINING Subscriber 51472004 DEMO GAP 4N i Report Status

TRAIMING T 20172004 VERSION 3 I Edit Repon Status
Subscriber Administrator Subscriber ;

TRAIMIMNG R 3Mae2002 MHS Samp w1 3 I Edit Report Status

TOnibiihl i el O b NL el m T W, | BALIC O han | 2
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Introduction to HIPAA BASICS™
Summary

* You should now be able to:
— Describe the purpose of HIPAA BASICS™
— ldentify the database structure of HIPAA BASICS™
— Locate navigation features within HIPAA BASICS™
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Requirement Question Structure

Objectives

« Upon completion of this lesson, you will be able to:
— ldentify the purpose of requirement questions

— Describe the process of answering requirement questions
and related tasks

— ldentify the options for answers of requirement tasks
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Requirement Question Structure

Purpose of Requirement Questions

* Purpose of requirement questions in HIPAA BASICS™

— How the requirement questions are answered allows users
to track their level of compliance with HIPAA
Privacy/Security

— Unanswered questions are translated into a project plan that
can be used to manage the compliance progress

— Give users a more focused understanding of which
specific issues need to be addressed in order to comply
with HIPAA Privacy/Security

26



Requirement Question Structure

Tracking Compliance

« Requirement questions track compliance with HIPAA
Privacy/Security, as they:

— Simplify each requirement into a set of tasks

— Ask users if, and to what degree, their current policies and
procedures satisfy each requirement or task

— Give validity to users’ response for each high-level
requirement

— Use a methodology that parallels other information
technology security assessments

* NIST 800-26 and the Federal Information Security
Management Act (FISMA)

« OCTAVE
27



Requirement Question Structure

Who Answers Requirement Questions

« Answering requirement questions is a process which can
be streamlined by:

— Using the knowledge of “experts” at each MTF

— Knowing where to find useful information

 Identify subject matter experts (SME) appropriate to each
group of questions

« Delegate responsibility for tasks
— Gather information on policy and procedures

— Answer the requirement questions within the tool

28



Requirement Question Structure

Relevant Documentation

« Examples of documentation that support your answers
iInclude:

— Business case

— Mission needs statement
— User manuals

— Operating procedures

— DoD, Service, or facility privacy/security policies and/or
standard operating procedures



Requirement Question Structure

Options for Answers

« For all requirement tasks, one of the following answers
must be selected:

— Complete: the task is addressed and documentation of
policies and procedures is provided as necessary in the free
text field

— Not Complete: the task had not been fully addressed
— Not Answered: the question is unanswered

— Does Not Apply: the task does not apply to the facility
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Requirement Question Structure

Summary

* You should now be able to:
— ldentify the purpose of requirement questions

— Describe the process of answering requirement questions
and related tasks

— ldentify the options for answers of requirement tasks

31
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Roles and Responsibilities

Objectives

« Upon completion of this lesson, you will be able to:

— Describe the structure of subscriptions within HIPAA
BASICS™

— ldentify users roles and responsibilities associated with:
« Report Admin
« Subscriber Administrator
» Lead User

« Regular User

33



Roles and Responsibilities

hy

High Level Hierarc

Access
Permissions

Level C-4
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Roles and Responsibilities

Subscription Structure
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Roles and Responsibilities

User Roles within HIPAA BASICS™

Report Admins are typically Privacy and Security Officers
who are assigned the responsibility of generating rolled up

compliance reporting

The Subscriber Administrator should be someone with
an appropriate level of security clearance or access,
preferably someone with a high level of comfort with
technology, such as an IT professional

Lead Users are generally high level managers, such as
the Compliance Officer or Privacy/Security Officer

Regular Users are the SMEs in areas such as Medical
Records

36



Roles and Responsibilities

Report Admin Functions

* Run reports for organizations within their hierarchy (rolled
up reporting)

* View profiles for Report Admins at the same level

 Ability to update profiles for subordinate Report Admins

« Login to Subscriptions

« (Can have up to three Report Admins at each level within
the hierarchy

37



Roles and Responsibilities

Subscriber Administrator Functions

« Manage the tool administratively

« Create and edit user accounts within subscription

« View and edit all Gap Analysis across the subscription
« Add Gap Analysis for Lead Users within subscription

« Reassign Lead Users to Gap Analysis within subscription

38



Roles and Responsibilities

Lead User Functions

« Manage compliance assessments

« Add members to a compliance assessment team

« Remove members from a compliance assessment team
« Assign requirements to team members

* Run reports and generate project plans

« Edit information related to their compliance assessments
* Download Policy and Form templates

« Assign gaps to a HIPAA rule

« Select gaps for rolled up reporting

39



Roles and Responsibilities

Regular User Functions

« Address specific requirements to determine compliance

* View the work of other team members, however...

— Can only answer requirement questions that they are
assigned to them by the Lead User

40



Roles and Responsibilities

User Roles and Responsibilities Summary

* You should now be able to:

— Understand the structure of subscriptions within HIPAA
BASICS™

— ldentify users roles and responsibilities associated with:
« Report Admin
« Subscriber Administrator
» Lead User

« Regular User

41
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Subscription Account Setup

Objectives

« Upon completion of this lesson, you will be able to:

— Describe the process for obtaining a Subscriber
Administrator account

— Log in as a Subscriber Administrator

— Create user accounts within your subscription
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Subscription Account Setup

Obtaining an Account

« Subscriber Administrator accounts are created by the
HIPAA Support Center

— An approved request for a Subscription to be created must
be routed to the HIPAA Support Center by the Service
Representative, via the appropriate chain of command

— Service Representatives must email the approved request
to: hipaasupport@tma.osd.mil

« The Support Center will email the appropriate Subscriber
Administrator login information to the designated individual
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Subscription Account Setup

Subscriber Administrator Login ¢ of4)

* There are three pieces of information that must be known
In order to login:

— Subscription
— User ID

— Password

« Upon login for the first time you will be prompted to
change your password

« Passwords must meet the DoD requirements (refer to
User Guide)

45



Subscription Account Setup

Subscriber Administrator Login 2of4)

1. Enter the Subscriber
2. Click on | Agree

= =
| Home | Report Administrators Login New Updates FAQ | Help |

NOTICE AND TERMS OF USE
NOTICE AND CONSENT LOGON BANNER i’

THIS IS5 A DEPRRTMENT OF DEFENSE COMFUIER SYSTEM.

This computer system, including all related equipment, networks, and network
devices (apecifically including Internet access), is provided only for authorized U.S5.
Government use. DOD computer systems may be monitored for all lawful purposes, including
to ensure that their use is authorized, for management of the system, to facilitate
protection against unauthorized access, and to verify security procedures, survivability,
and operational security. Monitoring includes active attacks by authorized DOD entities
to test or verify the security of this system. D[uring monitoring, information may be
examined, recorded, copied, and used for authorized purposes.

411 information, including persocnal information, placed or sent over this
system may be monitored.

Subscriber: TRNMNGl I Agree
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Subscription Account Setup

Subscriber Administrator Login @ora

3. Enter your User ID
4. Enter your password
5. Click on Login

Copyright @ 2000-2004 Strategic Management Systems, Inc. All Rights Rezerved,
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Subscription Account Setup

Subscriber Administrator Login o4

 Default screen for Subscriber Administrators

- 1 - Sulﬁber 1 Training
[ y

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
[ e | T Repor
Answer Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List ] Date ag
Policies & Forms Subscriber i
Il TRAINING T 541452004 DEMO GAP 4 i Edit Report Status
%l Subscriber DEMO GAP PREVIOUS .
TRAINING P 201172004 VERSION 3 il Edit Report Status
TRAIMING e Ak I1AL2002 MHS Sarnp .1 3 M Edit Report Status
TRAINING Gail Brown 3162004 MHS Sarnp xx.2 8
Subscriber :
TRAINING T AF21,2004 TEST GAR 4 i Edit Report Status
Subscriber : .
TRAINING P 5421/2004 TEST GAP Wersion 2 4 il Edit Report Status
Subscriber : :
TRAIMING e Ak TiB2004 TEST GAR Version 3 4 M Edit Report Status
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Subscription Account Setup

Create User Accounts within
§ubscription (1 of 4)

« The Subscriber Administrator is responsible for creating all
user accounts within their subscription

« User accounts must be established within a subscription
before a user can be added to an assessment team

« A user may have more than one role within a given
subscription

49



Subscription Account Setup

Create User Accounts within
_ Subscription of 4

1. Click on the Admin button

- 1 - Sulﬁber 1 Training
[ y

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
[ e | T Repor
Answer Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List ] Date ag
Il TRAINING T 541452004 DEMO GAP 4 i Edit Report Status
Subscriber DEMO GAP PREVIOUS .
TRAINING P 201172004 VERSION 3 il Edit Report Status
Subscriber :
TRAIMING e Ak I1AL2002 MHS Sarnp .1 3 M Edit Report Status
TRAINING Gail Brown 3162004 MHS Sarnp xx.2 8
Subscriber :
TRAINING T AF21,2004 TEST GAR 4 i Edit Report Status
Subscriber : .
TRAINING P 5421/2004 TEST GAP Wersion 2 4 il Edit Report Status
Subscriber : :
TRAIMING e Ak TiB2004 TEST GAR Version 3 4 M Edit Report Status
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Subscription Account Setup

Create User Accounts within
_ Subscription or 4

2. Click on the Add User button from the Admin screen

Log Off Subscriber Administrator m

Baseline Administrative Simplification Integrated Compliance Solution

| Add Gap Analysis
| Detailed Report

<§I’RATEGIC MANAGEMENT SYSTEMS, INC.
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Subscription Account Setup

Create User Accounts within

Subscription @ o4

o Ok w

*lea ick o fe changes

Add New User

Title

*First Name
Middle Name
*Last Name
Suffiz

Display as * Full Hame

Address
Address
City
State
Country
Zip

ICDmmander

I.Jane

[123 Main 5t

|Fairfau

IVirginia

[Usa

|2203E|

WiwWeh
*E-Mail
Phone
Fax

800

Choose Password
*Userld

*Password

*Confirm Password

Level

|jane.doe@emai|.c:om

[703-234-4434

703-332-9776

hdue

[

[
User e I

52

Fill out the user’'s name, address, phone number, email address
Create a User ID and password for the user
Select the appropriate user level



Subscription Account Setup

Summary

* You should now be able to:

— Describe the process for obtaining a Subscriber
Administrator account

— Log in as a Subscriber Administrator

— Create user accounts within your subscription
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Lead User Functions

Objectives

« Upon completion of this lesson, you will be able to:

Obtain a Lead User account and login as a Lead User
|dentify the links in the Gap Analysis Project list
Create a Gap Analysis

Assigh members to your assessment team
Answer requirements

Tag Gaps for reporting

Create baseline assessment

Reassign user assignments

Remove and Inactivate team members

View user assignments

Edit Gap Analysis details
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Lead User Functions

Obtaining a Lead User Account

« Lead User accounts are created by the Subscriber
Administrator of a given subscription

« The Subscriber Administrator is responsible for
communicating login information to the appropriate Lead

User
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Lead User Functions

Lead User Login (1 of 3)

* There are three pieces of information that must be known
In order to login:

— Subscription
— User ID

— Password

« Upon logging in for the first time you will be prompted to
change your password

57



Lead User Functions

Lead User Login (2 of 3)

1. Enter the Subscriber
2. Click on | Agree

| Home | Report Administrators Login New Updates FAQ | Help |

NOTICE AND TERMS OF USE

NOTICE AND CONSENT LOGON BANNER =
THIS I5 & DEFARTMENT OF DEFEN3SE COMPUTER 3YSTEM.

This computer system, including all related equipment, networks, and network
devices (specifically including Internet access), i3 provided only for authorized U.5.
Fovermnment use. DOD computer systems may be monitored for all lawful purposes, including
to ensure that their use is authorized, for management of the syatem, to facilitate
protection against unauthorized access, and to verify security procedures, survivability,
and operational security. Monitoring includes active attacks by authorized DOD entities
to test or werify the security of this system. During monitoring, information may be
examined, recorded, copied, and used for authorized purposes.

A1l information, including perscnal information, placed or sent owver this
system may be monitored.

Subscriber: TRNN'NGl I Agree

58



Lead User Functions

Lead User Login (3 of 3)

3. Enter your User ID and password

4. Click on Login

P

Copyright @ 2000-2004 Strategic Management System

Lagin
User ID Immccarron
Password |”““°“‘°“°"‘““‘°“
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Lead User Functions

Gap Analysis Project List

« Default screen for Lead Users

Subscriber :  Training

| Back | Gap Analysis Project List | Help |
Baseline Administrative Simplification Integrated Compliance Solution
[ Users | nata Report
Answer Assign Collection Gap ID Rel Tp Edit Report Status
Gap Analysis Project List | Date a9
TRAIMIMG kaewin York 1459 4 I
. TRAIMIMNG hegan McCarron Z 2004 Baseline Security TRAINING 4 M Edit Report Status
Baseline Security TRAINING
TRAIMIMG hegan McCarron FITE2004 Varsion 2 4 I Edit Report Status
TRAINNG W £/14/2004 DEMO GAP 4 N
ministrator
Subscriber DEWD GAP PREVIOUS
Megan MeCaron TRAINNG Administrator Al VERZION S
TRAIMIMG hegan McCarron 22772004 Training TEST 4 I Edit Report Status
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Lead User Functions

Links in the Gap Analysis Project List
_Screen

« Answer- allows user to answer the requirement and its related
tasks

« Assign- allows Lead User to assign requirements and view
status of related tasks

- Data Collection Date- indicates when a Gap Analysis was set
up

« Gap ID- allows users to distinguish between Gap Analyses
* Report Tag- allows users to select (tag) a Gap for reporting

- Edit- allows Lead User to enter data, generate project plan,
reassign users within Gap Analysis

* Report- allows Lead User to generate Gap Analysis reports

- Status- allows Lead User to create a graphical status report for
a Gap Analysis
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Lead User Functions

Additional Links

« Users — displays all of the users by Gap ID

- Gap Analysis Project List - displays Lead User’s
assessments

« Policies and Forms- used as a reference to specific
policies and forms that can be customized to meet MTF
requirements

 Add Gap — used to add a new Gap Analysis Project

« High Level Summary- generate high level summary
report for a Gap

- Detailed Report- generate detailed report for a Gap

« User Name — allows you to view information about the
user details of your account



Lead User Functions

Create a Gap Analysis (o3

Create Gap
Analysis

Create Team/
Assign
Requirements

Answer
Requirements

Generate
Baseline
Project Plan

Baseline
Compliant

NO

Copy Baseline
Gap Analysis

v

Create
Mitigation
Team/Assign
Requirements

v

Mitigate
Compliance
Gaps

v

Report
Compliance
through Chain
of Command

v

Track
Progress

Report
Compliance
through Chain
of Command

Track
Progress
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Lead User Functions

Create a Gap Analysis (o3

1. Click on the Add Gap button

Subscriber :  Training

Gap Analysis Project List [hielp |
Baszeline Administrative Simplification Integrated Caompliance Salution
T Users ata Report
Answer Assign Collection Gap 1D Rel ng Edit Report Status

Gap Analysis Project List | Date

TRAIMIMG Kevin York 1489 4 M
- TRAINIMG Megan MeCarron 772004 Baseline Security TRAINING 4 M Edit FRepot Status
Add Gap Baseline Security TRAINING
High ' | Summary Report TRAINIMG hdegan McCarran 772004 ersion 2 4 M Edit Eepor Status
setailed Report TRAIMING Subscriber 51412004 DEMO GAP 4N
Adrinistrator
Subscriber DEMO GAP PREYIOUS
b arron TRANING Administrator P 2L WERSIOM . i
TRAINIMG hegan McCarron 20272004 Training TEST 4 M Edit Hepon Status
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Lead User Functions

Create a Gap Analysis o3

2. Enter the Data Collection Date and Gap ID
3. Assign HIPAA Rule

4. Click on Add

Security Nomenclature:

Baseline Security MTF
Active Security MTF*
Security Q105 MTF

P ges. ..

Add New Gap Analysis Project | Help |
*Lead User Megan McCarron

Data Collection Date (mm/dd/yyyy) 04/28/2005

Gap ID TRMNG Test

Notes for Client

Date Completed (mm/dd/yyyy)

Internal

HIPAA Rule Security Standards
Please select the HIPAA rule this GAR is associated with. If this GAP is being used for training

or testing purposes, and will not be used for rolled up reporting, please leave the selection blank.

Partial Gap Analysis (OPTIONAL): Applicability
If you wish to set HIPAA Rule(s) as Not Applicable, you may uncheck the corresponding

Applicability boxes and thereby pre-answer with "Does Mot Apply”. This has the effect that the

Status of all Tasks for the Reguirements of the deselected Rule(s) are set to "Does Mot

Apply".

Standards for Electronic Transactions and Code Sets

Standard Unigue Health Identifier for Health Care Providers

Security Standards

Standards for the Privacy of Individually [dentifiable Health Information

Mational Standard Employer Identifier
w

MNational Standard Health Plan [dentifier
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Lead User Functions

Assigning Gaps to a HIPAA Rule

Associates a Gap to a HIPAA Rule (Privacy or Security)

Once assigned a HIPAA Rule, all other rules default to
not-applicable

All menus will default to the assigned HIPAA Rule
— Eliminates sorting

Current Gaps in the system have not been assigned a
HIPAA Rule

— Lead Users or Subscriber Admins will need to assign Gaps
as appropriate

Gaps must be assigned to a HIPAA Rule for reporting
purposes
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Lead User Functions

Assign Members to your Team i o5

« Once the Gap Analysis is created, you can assign
members to your assessment team

« A user must be part of your subscription in order for them
to be added to your team

« As part of your team, these members will play a key role in
carrying out the assessment by answering assigned
requirements

« Each Gap Analysis has its own team
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Lead User Functions

Assign Members to your Team (o5

1. Select the Assign link for your Gap Analysis

Subscriber :  Training

Gap Analysis Project List | Help
Baseline Administrative Simplification Integrated Compliance Solution
| Users e Report
Answer Assign Collection Gap ID Rel Tp Edit Report Status
Gap Analysis Project List | Date a9
TRAINIMNG Kevin York 1489 4 il
TEAIMIMNG fegan McCarron FH2004 Baseline Security TRAIMING 4 | Edit Beport Status

Baseline Security TRAIMING

1AM Megan Mcl.arron i
L v Report TRAIMIMNG Megan McCarron F 2004 ersion ? 4 M

m
=

Report Status

TRAIMING W 5114/2004 DEMOQ GAP 4N
rinistrator
Subscriber DEMO GAP PREVIOUS
tdeqgan MeCaron TRAINING Administrator AL YERSION .
TEAIMIMNG an McCarron 20272004 Training TEST 4 | Edit Beport Status
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Lead User Functions

Assign Members to your Team @ors)

2. Click on the Team Assigned button

Subscriber :  Training
Data Collection Date : 4/28/2005
Project Start H

Gap ID : TRMG Test (RELEASE 4)
Lead User : Megan McCarmron
Target Completion

changes. .

Assign Requirements Team Assigned

(& HIPAA Rule O Functional Area O Category

HIPAA Rule | Security Standards v ® Part1 O Part2

) ) ) Comp- Does  Not Not
Req # Requirement Cuestion Assigned to lete Not  Answ- Comp- Total
Apply  ered lete

107 A Security Management Process is implemented through paolicies and procedures to | tegan kMcCarran v| 20 20
prevent, detect, contain, and correct security violations.

108 A Risk Analysis to assess potential risks and wulnerabilities to the canfidentiality, | tegan McCarron v| 19 19
integrity and availability of electronic PHI was conducted (R).

109 A Risk Management Process that implements security measures sufficient to | tegan McCarron v| 14 14
reduce risks and vulnerabilities to a reasonable and appropriate level is in place (R).

110 A Sanction Policy to apply appropriate sanctions against warkforce members who | tegan McCarron v| 7 7
fail to comply with the security policies and procedures has been developed (R).

111 Information System Activity Review procedures to regularly review records of system | tegan McCarron v| 15 15
activity, such as audit logs, access reports, and security incident tracking repaorts,
are implermented (R).

12 A Security Official who is responsible for the development and implementation of the | tdegan McCarran v| 1 1
policies and procedures required by the Rule has been identified.

13 Folicies and procedures to ensure that all members of the workfarce have | tdegan McCarran v| 18 18
appropriate access to electronic protected health information, and to prevent those

plefar, rearelar VoI PN Y frown abtmimine + lovetrami




Lead User Functions

Assign Members to your Team @of5)

3. Click on the Add button to add a member to your team

————

:  Training

- . 5 Subscriber
EH?AA [ < ata Collection Date : 2/27/2004

. rojec ar H
m“‘ 3 : Training TEST (RELEASE 3)
' - ead User : Megan McCamon
arget Completion B
Plea click o changes . . . -

e

Log Off § Menu | Team Assigned aAssign Requirement l Help |

Lead User: Megan McCarron

c[l;zl'::;;u Team Members
[ ] |Alec: Karry =]
[ | Gail Brown =]
[ ] |I<ar|a Cisneros |
[ ] |Megan cCarron =
[ | Frommie Migleh =]

w
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Lead User Functions

Assign Members to your Team ot s

4. Using the “Team Members” drop down box, select the
user that you want to add to your team

5. Click on the Save button

- - Subscriber : Training
.-‘ ‘:-’ Data Collection Date : 2/27/2004
" Project Start g
Gap ID g inil 5
P Usar :
Target Completion H

Megan McCarron

Please click & shanges. . . -
Log Off W Menu | Team Assigned

Lead User: Megan McCarron

Check to Team Members
Delete

[] [Alec Karmy |
[] | Gail Brown |
[1 |Karla Cisneros =l
[1 Megan McC =l
r | Rormmie Misleh I

[

kegan bMcC

Matalie Scowel

R. Misleh -
Rommie Misleh

Colonel Regular U




Lead User Functions

Assign Requirements to Team
_ Members (1 of 4)

« Once a team of users has been assigned to the Gap
Analysis, the users can be assigned requirements

* You should use your SMEs
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Lead User Functions

Assign Requirements to Team

_ Members o4

1. Select the Assign link for your Gap Analysis

Subscriber

Training

Log Off

Gap Analysis Project List

_Info )] Contactus J§ Help |

| uses |
Gap Analysis Project List |

Megan bMcCaron

Answer

TRAIMING
TRAIMING

TRAIMING
TRAIMING

TRAIMING
TRAIMING

Baseline Administrative Simplification Integrated Compliance Solution

Data
Assign Collection
Date
Hevin York
hlegan McCarron 2772004
began McCarron FF 2004
Subscriber
Administrator avieallt
Subscriber
Administrator 2GR,
enan Mo Carron 20272004

Gap ID

1489
Baseline Security TRAIMING

Baseline Security TRAINING
“ersion 2

DEMO GAR

DEMO GAP PREWIOUIS
YERSION

Training TEST

Rel BERET Edit Report Status
Tag

4 M

4 ] Edit Heport Status

4 ] Edit Feport Status

4 M

3

4 Edit Feport Status
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Lead User Functions

Assign Requirements to Team
_ Members (4 of 4)

2. Using the “Assigned To” drop down box, select the team
member you want to assign each requirement

3. Once you have completed your requirements assignment,
scroll to the bottom of the screen and click on Update

Subscriber

Data Collection Date

Project Start

Gap ID : Training TEST (RELEASE 3}
Lead User : Megan McCarvon

Target Completion

Assign Requirements Team Assigned | Help |

& HIPAA Rule © Functional Area ¢ Category
HIPAA Rule | Security Standards =l & part1 © pantz
Comp- Does Not Mot
Req # Requirement Question lete Mot  Answ- Comp- Total
Apply ered lete

107 A Security Management Process is implemented through policies and procedures to Megan McCarron 15 20
prevent, detect, contain, and correct security violations. Alec Karry

108 A Risk Analysis to assess potential risks and vulnerabilities to the confidentiality, Gail Brown 19 19
integrity and availability of electronic PHI was conducted (R). Jane Doe

109 A Risk Management Process that implements security measures sufficient to Karla Cisheros 14 14
reduce risks and vulnerabilities to a reasonable and appropriate level is in place (R). ‘Meoan McCarron |

110 A Sanction Paolicy to apply appropriate sanctions against workforce members who 7 7
fail to comply with the security policies and procedures has been developed (R).

111 Infarmation System Activity Review procedures to regularly review records of system IKﬁ”ﬂ Cisnaeros vl 15 15
activity, such as audit logs, access reports, and security incident tracking reports,
are implemented (R).

112 A Security Official who is responsible for the development and implementation of the IKarIa Cisnaeros vl 11 1"
policies and procedures required by the Rule has been identified.

113 Palicies and procedures to ensure that all members of the workforce have IGa” Brown vl g 15 18
appropriate access to electronic protected health information, and to prevent those
watkforce members who do not have access from obtaining access to electronic
protected health information are implemented.

114 Pracedures for the Authaorization and/or Supervision of waorkforce members who wark IAIec: Karny vl 9 9
with electronic protected health information or in locations where it might be 74
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Lead User Functions

Answer Requirements (ot 10

« This is a function that can be performed by all users

« Each Requirement Question is broken down into
supporting tasks

— Up to 20 tasks for each requirement
* Notes

— Requirement note

« Comment indicating how the requirement was met
* Required by TMA

— Task note

« Used to reference policy/document that was used to answer a
given task
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Lead User Functions

Answer Requirements ot 10

1. Select the Answer link on the Gap Analysis Project List
screen

Subscriber :  Training

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
[ Users | Data Report
Answer Assign Collection Gap ID Rel Tp Edit Report Status
Gap Analysis Project List | Date a9
TRAIMIMG Kewin ¥ ork 1439 4 il
TRAIMIMG hegan McCarron F2004 Baseline Security TRAINING 4 | Edit Report Status
Baseline Security TRAINING
TRAIMNIMG hiegan McCarron FH2004 ersion 2 4 il Edit Report Status
TRAINING Sdsatlsn 5/14/2004 DEMO GAP 4N
Administrator
Subscriber DEMO GAP PREVIOUS
Megan MeCaron TRAINING Administratar EAGLL YERSION . .
TRAIMIMG hegan McCarron 20272004 Training TEST 4 il Edit Report Status
MM hWlegan McCarron 4282005 TRENG Test 4 il Edit Report Status
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Lead User Functions

Answer Requirements @of 10

2.

Select your name from the “Assigned To” drop down box
to view your assignments

Subscriber
Data Collaction Date
Project Start

Gap ID :  Training TEST (RELEASE 3)
Lead User : Megan McCamon

Target Completion

| Back | Requirements and Gap Answers | Help |
' HIPAA Rule T Functional Area  Category
ISecurity Standards j Assigned to | Megan McCarron j
Alec Karry
# Requirement Question Gl Brown
107 A Security Management Process is implemented through policies and procedures to prevent, detect, contain igr:lzgiosiems btions.
"7 Inf_cnrmatiun Access_Mgnaqement through policies and procedures for authorizing access to eleftronic protecl WY RN are consistent with HIPAS
Privacy Standards, is implemented. Al Users
123 Procedures for guarding against, detecting, and reparting malicious software are implemented §4).
124 Log-in Monitoring procedures for monitoring log-in atternpts and reporting discrepancies are irmpTerened s
126 Security Incident Procedures and policies to address security incidents are implemented.
177 Re_srmnse and Reparting procedures are in_nlace to (11 identify and res_r:uun_d t_a suspected ar known security incidents; (21 mitigate harmful effects of security
incidents that are known to the covered entity; and (3) docurnent security incidents and their outcomes (B
129 Ensure that a Data Backup Plan with procedures to create and raintain retrievable exact copies of electronic protected health information are established and
irmplermented as needed (R)
131 Procedures to enable cuntirjuation of critical business processes for protection of the secuority of electronic protected health information while operating in ermergency
mode are established (and implemented as needed) (R
113 An Applications and Data Criticality Analysis to assess the relative criticality of specific applications and data in support of other contingency plan components is
performed (A).
143 F'h\flsical safequards to ensure Wiorkstation Security for all workstations that access electronic protected health information, to restrict access to authorized users
are_implernented.
144 Device a!nd Media Control nulicig_s and procedures, which qwem_the recgipt and rempval of h_ardware and electronic media that contain electronic protected health
inforrmation into and out of & facility, and the moverment of these iterns within the facility, are implemented.
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Lead User Functions

Answer Requirements @of 10

3. Select the link for the Requirement Question that you will
answer

Subscriber
Data Collection Date
Project Start

Gap ID :  Training TEST (RELEASE 3)
Lead User : Megan McCarron
Target Completion

Log Off l Menu W Back | Requirements and Gap Answers Help

& HIPAA Rule © Functional Area © Category

#
107

131

133

143

144

157

|Security Standards j Assigned to I Megan McCarron vl

Requirement Question
A Zecurity Management Process is implemented through policies and procedures to prevent, detect, contain, and correct security violations.

tation Access Managerent through policies and procedures for authorizing access to electronic protected health inforrmation, that are consistent with HIPAA
acy Standards, is implemented.

Procedures for guarding against, detecting, and reporting malicious software are implermented (A).

Laog-in Monitoring procedures for monitoring log-in atterpts and reportting discrepancies are implermented (A).

Security Incident Procedures and policies to address security incidents are implemented.

Response and Reporting procedures are in place to (1) identify and respond to suspected or known security incidents; (2 mitigate harmful effects of security
incidents that are known to the covered entity; and (31 document security incidents and their outcomes (R

Ensure that a Data Backup Plan with procedures to create and maintain retrievable exact copies of electronic protected health information are established and
implermented as needed (R

Procedures to enable continuation of critical business processes for protection of the security of electronic protected health information while operating in emergenc
mode are established (and implemented as needed) (R

An Applications and Data Criticality Analysis to assess the relative criticality of specific applications and data in support of other contingency plan components is
petforrmed (A).

Physical safeguards to ensure YWorkstation Security for all workstations that access electronic protected health information, to restrict access to authorized users
are implemented.

Device and Media Control policies and procedures, which govern the receipt and rernoval of hardware and electronic media that contain electronic protected health
inforrmation into and out of & facility, and the movernent of these items within the facility, are implermented.

Person or Entity Authentication procedures to werify that & person or entity seeking access to electronic protected health information is the one claimed are
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Lead User Functions

Answer Requirements ot 10

4. Scroll down to the Requirement Task section
5. Select the link for the Task that you want to answer

Log Off Requirement Tasks m

HIPAA Rule Security Standards
Functional Area Information Technology
Project Cateqgory
Requirement Question

Regulatory Authority

Requirement Intro

W Security Managerent Process

107 A Security Management Process is implemented through policies and procedures to prevent, detect, contain, and correct security
vialations.

A covered entity must implement Administrative Safeguards to protect the confidentiality, integrity, and availability of all electronic protected
health information that the covered entity creates, receives, maintaing, or transmits. The safequards must protect against reasonably
anticipated threats or hazards to the security and integrity of such information. They must also protect against any reasonably anticipated
uses and disclosures of such information that are not permitted or required. The approach is flexible. In deciding which security measures
to use, a covered entity must take into account a variety of factors, including size, complexity and capabilities of the covered entity, cost,
technical infrastructure and capabilities, and probability and criticality of potential risks. [164.308 (a){1)(); in accordance with § 164.306(a)
{b)] [For exact guotation of Regulatory Authority and the Rule, see http:/faspe.hhs.gowadmnsimp]

Administrative safeguards are administrative actions, and policies and procedures, to manage the selection, dewelopment, implementation,
and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity's
workforce in relation to the protection of that information. An implementation requirement standard of the administrative safeguards includes

a docurnented and well communicated Security Management Process is important as it enforces the formal analysis and assessment of
risks as well as audits and sanctions. Being informed and prepared is critical for success. The security management process
accomplishes this in an ever-changing security risk emvironment. Security standards establish a minimurn level of security that covered

A Reguirement Mote for the specific Reguirement is missing. The Reguirement will not be considered compliant or complete until all applicable tasks are Complete and a

entities must meet.

Requirement Note has been entered.

0701

107 .02

107 .02

107.04

(D [ status |

Clal Complete /

Not Complete

Mot Answered
Mot Answered
Mot Answered

Mot Answered

b

W

b

b

The administrative policies and procedures used to meet this requirernent are docu

Assigned to : Megan McCarron
Requirement Test Applicability
O Applicable O Not Applicable & All On / Off

The principle of least privilege is addressed. [OPTIOMNAL]
Separation of duties is addressed. [OPTIORAL]

The required qualifications for each security management role are included. [OPTICMNAL]

| E & & E
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Lead User Functions

Answer Requirements: Task Notes ot 10

6. Review the Regulatory Authority and Requirement Intro

7. Enter a Task Note

8. Click on the Update button

HIPAA _
<BASICS

Plea

Log Off Task Notes

HIPAA Rule
Functional Area
Project Category
Requirement Question

Regulatory Authority

Requirement Intro

TasklD
Requirement Test
Task Notes

Security Standards

Information Technology

Yl Security Management Process

107: A Security Management Process is implemented through policies and procedures to prevent, detect, contain, and correct security
violations.

A covered entity must implement Administrative Safeguards to protect the confidentiality, integrity, and availability of all electronic protected
health information that the covered entity creates, receives, maintains, or transmits. The safeguards must protect against reasonably
anticipated threats or hazards to the security and integrity of such information. They must also protect against any reasonably anticipated
uses and disclosures of such information that are not permitted or required. The approach is flexible. In deciding which security measures
to use, a covered entity must take into account a variety of factors, including size, complexity and capabilities of the covered entity, cost,
technical infrastructure and capabilities, and probability and criticality of potential risks. [164.308 (2)(1)(); in accordance with & 164.306(a)
(b)] [For exact quotation of Regulatory Authority and the Rule, see http:#aspe.hhs. gowadmnsimp]

Administrative safeguards are administrative actions, and policies and procedures, to manage the selection, development, implementation,
and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity's
workforce in relation to the protection of that information. An implementation requirement standard of the administrative safeguards includes
a documented and well communicated Security Management Process is important as it enfarces the formal analysis and assessment of
risks as well as audits and sanctions. Being informed and prepared is critical for success. The security management process
accomplishes this in an ever-changing security risk environment. Security standards establish a minimurm level of security that covered
entities must meet.

107.01

in compliance with Dol I 5500.2 ;I

Update
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Lead User Functions

Answer Requirements (ot 10

9. Locate the Requirement Task that you completed
10. Select Complete from the Status drop down box
11.Click on the Update button to save your work

10700 [Complste  »| | The admiristrative policies and procedures used to meet this requirement are docurerted. ¥
7.0 Mot Complete The principle of least privilege is addressed. [OPTIOMNAL i
10703 Separation of duties is addressed [OPTIORNAL K
mm“ﬁ The reguired qualifications for each security managerment role are included. [OPTIORAL 2
10795 [Complete x| An information secuiity official role or equivalent is included. i
evee lm Aninternal auditor role or equivalent is included. [OPTICMNAL ke
UREAE lm A technical security management role is included. [OPTIOMNAL M
1079 [NotAnswered =] A personnel clearance framework is established or referenced. =
19798 [Not Answered 7] A physical security management role is included. [OPTIONAL] B
REsIS lm A hierarchy of security management roles is specified. [OPTIONAL M
ey lm The procedures for nominating candidates to fill each role are outlined. [OPTIOMNAL ¥
zEGi lm The procedures for selecting a candidate for each defined security management role are outlined. [OPTIONAL =
UEEGiE lm The duration an individual is assigned to a given role is indicated. [OPTIONAL 2
UREEE lm An administrative security managernent role is included, [OPTIOMAL ¥
2k lm A description for each of secutity management team member's responsibilities and duties is included. [OPTIONAL] M
EAls IW A security management plan that addresses prevention, detection, cortainrnent, and correction of security violations is included. v
ik lm The security managerent plan includes all of the workforce, including those warking from home. 2
10718 [Not Answered ¥] A compliance program s included in the security management plan. B
10748 [Not Answered |  Alraining program is included in the security management plan. Z
10720 [Not Answered v| Processes to ensure reasonableness and appropriateness of security controls selected, considering risk analyses and factors 3
specific to the organization (e.q., size, environment, operating changes, configuration) are included.
'_N*::'Ccoﬂnf:'pplzle !  Applicable © Not Applicable & Al " On / Off

[0 | saus |

Requirement Test
Update

Assigned to : Megan McCarron




Lead User Functions

Answer Requirements ot 10)

* Repeat the process of answering tasks related to a given
requirement

« Once you have answered “Complete” for all related tasks,
you will be compliant with that requirement
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Lead User Functions

Answer Requirements: Requirement
_ Notes (9 of 10)

12. Select the Requirement Question link to enter a
Requirement note

- - Subscriber : Training
H-!P AA [ = Data Collection Date : 4,/28/2005
g Project Start :

Gap ID : TRNG Test {RELEASE 4)
Lead User :  Megan McCarron
Target Completion -

Dlease click & r

[Menu ]| Back | Requirement Tasks [Help |
HIPAA Rule Security Standards
Functional Area Information Technalogy
Project Category VI: Security Management Process
Requirement Question 107: A Security Management Process is implemented through policies and procedures to prevent, detect, contain, and correct security

violations.
A covered entity must implement Administrative Safeguards to protect the confidentiality, integrity, and availability of all electronic protected
health information that the covered entity creates, receives, maintains, or transmits. The safeguards must protect against reasonably
anticipated threats or hazards to the security and integrity of such information. They must also protect against any reasonably anticipated
uses and disclosures of such information that are not permitted or required. The approach is flexible. In deciding which security measures
to use, a covered entity must take into account a variety of factors, including size, complexity and capabilities of the covered entity, cost,
technical infrastructure and capabilities, and probability and criticality of potential risks. [164.308 (a){1){i): in accordance with § 164.306(a)
(b)] [For exact quotation of Regulatory Authority and the Rule, see http://aspe. hhs.gov/admnsimp]

Requirement Intro Administrative safeguards are administrative actions, and policies and procedures, to manage the selection, development. implementation,
and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity's
workforce in relation to the protection of that information. An implementation requirement standard of the administrative safeguards includes
a documented and well communicated Security Management Process is important as it enforces the formal analysis and assessment of
risks as well as audits and sanctions. Being informed and prepared is critical for success. The security management process
accomplishes this in an ever-changing security risk environment. Security standards establish a minimum level of security that covered
entities must meet.

A Requirement Mote for the specific Requirement is missing. The Requirement will not be considered compliant or complete until all applicable tasks are Complete and a
Requirement Note has been entered.

Assigned to : Jane Doe

fwl saws | ____ RequirementTest ______________|Applicability
[~ Al
Complete / Not " Applicable " Not Applicable  All [ On/Off

Complete




Lead User Functions

Answer Requirements: Requirement

_ Notes (0010

13. Enter a Requirement note (mandatory)

14.Click on the Update button

Please click os

.
B

" Log Off_J| Menu | Requirement Notes Help |

HIPAA Rule
Functional Area
Project Category
Requirement Question

Regulatory Authority

Requirement Intro

Security Standards

Information Technology

VI: Security Management Process

107: A Security Management Process is implemented through policies and procedures to prevent, detect, contain, and correct security
violations.

A covered entity must implement Administrative Safequards to protect the confidentiality, integrity, and availability of all electronic protected
health information that the covered entity creates, receives, maintains, or transmits. The safeguards must protect against reasonably
anticipated threats or hazards to the security and integrity of such information. They must also protect against any reasonably anticipated
uses and disclosures of such information that are not permitted or required. The approach is flexible. In deciding which security measures
to use, a covered entity must take into account a variety of factors, including size, complexity and capabilities of the covered entity, cost,
technical infrastructure and capabilities, and probability and eriticality of potential risks. [164.308 (a)(1)(1). in accordance with § 164 _.306(a)
(b)] [For exact quotation of Regulatory Authority and the Rule, see http:/faspe.hhs_govw'admnsimp]

Administrative safeguards are administrative actions, and policies and procedures, to manage the selection, development, implementation,
and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity's
workforce in relation to the protection of that information. An implementation requirement standard of the administrative safeguards includes
a documented and well communicated Security Management Process is important as it enforces the formal analysis and assessment of
risks as well as audits and sanctions. Being informed and prepared is critical for success. The security management process
accomplishes this in an everchanging security risk environment. Security standards establish a minimum level of security that covered
entities must meet.

|Requirement Notes

Requirement compliant with policies and prcedures. ;I
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Lead User Functions

Tagging Gaps for Reporting ¢ t2

« Gap Analysis that will be included in rolled up reporting
must be tagged by the Lead User

« A Gap Analysis must be assigned a HIPAA Rule before it
can be tagged for reporting

* Only one Gap Analysis per HIPAA Rule can be tagged for
reporting

Log Off Gap Analysis Project List Contact Us Help

Baseline Administrative Simplification Integrated Compliance Salution
[ Users | ot Report
Answer Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List | Drate ag

Policies & Forms TRAIMNIMNG Kevin York 1489 4 I

- TRAIMING Megan McCarran FA72004 Baseline Security TRAINIMNG 4 M Edit Eeport Status
gidiGan Baseline Security TRAIMING

High Level Summary Report TRAIMIMNG hegan hMcCarron 72004 “Yersion 2 4 M Edit Report Status|

Detailed Report TRAINING Sunecriber 5/14/2004 DEMO GAP 4 N

ministrator
Subscriber DEMO GAP PREYIOUS

Megsn MoCanon TRAINING Administrator 21772004 VERSION =1 M
TRAIMIMNG hegan hMcCarran 21272004 Training TEST 4 M Edit Report Status
TRAIMIMNG Megan McCarran 428/2005 TRMNG Test 4 M Edit Eeport Status
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Lead User Functions

Tagging Gaps for Reporting ot2

1. Select Edit from the Gap Analysis Project List screen
2. Check the box for Reporting Tag
3. Click Update

'lease click oF we changes. .. -
ot - Edit Gap Analysis | Help |
Data Collection Date {mm/dd/yyyy) 4/28/2005
Target Completion (mm/dd/yyyy)
Project Start {mm/dd/yyyy)
Gap ID TRNG Test |

Gap Active

Date Completed (mm/dd/yyyy) I:I

Notes for Client

Internal

HIPAA Rule Security Standards B
Flease select the HIFAA Rule this GAP is associated with. If this GAP is being used for training

or testing purposes, and will not be used for rolled up reporting, please leave the selection blank.
Reporting Tag

Project Plan Project Plan XLS Reassign User Assignments M




Lead User Functions

Create Baseline

« Generate Output — Project Plan

— Point in time to create your baseline assessment

« Communicate with Subscriber Administrator to copy Gap
Analysis

 Remove the Tag from the Gap that is being copied
— The new Gap will need to be Tagged once copy is made

« Establish mitigation team
— Conduct mitigation of compliance assessment gaps

— Assign requirements and answer those that are incomplete

« Make sure most up-to-date copy is tagged for reporting
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Lead User Functions

Reassign User Assignments (ot 4

« Lead Users have the ability to reassign user assignments
to other members of their team

« This would be done if a user was no longer going to
participate in the assessment or is leaving the facility
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Lead User Functions

Reassign User Assighments (2014

1. Select the Edit link from the Gap Analysis Project List

Subscriber :  Training

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
[ users | pata Report
Answer Assign Collection Gap ID Rel T Edit Repont Status
Gap Analysis Project List | Date ag
TRAIMIMNG Kevin York 1439 4 I
- TREAIMIMNG Megan McCarron FF2004 Baseline Security TRAINING 4 I Edit Beport Status
Baseline Security TRAINING
TRAIMIMNG hegan McCarran 72004 ersian 2 4 I Edit BReport Status
TRAINING Subscriber £/14/2004 DEMO GAP 4N
Administrator
o s Bt g EOGESEOS
TRAIMIMNG Megan McCarran 2272004 Training TEST 4 I Edit Report Status
TEAIMIMNG hWlegan bcCarron 42852005 TRMG Test 4 dit Report Status
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Lead User Functions

Reassign User Assignments (ot

2. Click on the Reassign User Assignments button

HPAA |
—
i changas.

Please click oF

Ediit Gap Analysis [ Help |
Data Collection Date (mm/dd/yyyy) 4/28/2005

Target Completion (mm/dd/yyyy) I:l

Project Start (mm/dd/yyyy) |:|

Gap ID ' TRNG Test |
Gap Active

Date Completed (mm/dd/yyyy) I:l

Notes for Client

Internal

HIPAA Rule Security Standards hd
Flease select the HIPAA Rule this GAP is associated with. If this GAP is being used for training

or testing purposes, and will nat be used far rolled up reporting, please leave the selection blank.
Reporting Tag ]

Project Plan | F'rn_jec:t Plan XLS |l Reassign User Assignments | | Update |




Lead User Functions

Reassign User Assignments (of4)

3. From the “From” and “To” drop down boxes, select the
appropriate Team Members

4. Click on the Reassign Assignments button

R

- N R
HIPAA | . *

Log Off Reassign User Assignments Help

Lead User: Megan McCarron

From the dropdown boxes below, select the Team Members to reassign the Requirements:

From To
IRDmmie Misleh j

Add Team Member Reassign Assignments
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Lead User Functions

Remove Users from a Team ¢ of 4

* Once a user’s assignments have been reassigned to
another team member, the user can be removed from the
team

 If their assignments have not been reassigned, all
assignments will default to the Lead User of the
assessment
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Lead User Functions

Remove Users from a Team @of4

1. Select the Assign link for your Gap Analysis

Subscriber :  Training

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
[ users | pata Report
Answer Assign Collection Gap ID Rel T Edit Report Status
Gap Analysis Project List | Date a9
TRAIMIMNG Kevin York 1439 4 I
- TREAIMIMNG Megan McCarron FF2004 Baseline Security TRAINING 4 I Edit Beport Status
Baseline Security TRAINING
TRAIMIMNG hegan McCarran 72004 ersian 2 4 I Edit Beport Status
TRAINING Subscriber £/14/2004 DEMO GAP 4N
Administrator
o s Bt ogw  SRWOSEEEOS
TRAIMIMNG Megan McCarran 2272004 Training TEST 4 I Edit Report Status
TREAIMIMNG 'qan Mz Carron 472872005 TRMG Test 4 M Edit Report Status
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Lead User Functions

Remove Users from a Team 3ofa

2. Click on the Team Assigned button

=2 click o changes. . _

Log Off

Assign Requirements

Subscriber
Data Collection Date
Project Start

Gap ID
Lead User

Target Completion

: TRNG Test (RELEASE 4)
: Megan McCarron

Team Assigned

Req #
107
108
109
110

111

12

113

© HIPAA Rule O Functional Area O Category
HIPAA Rule | Security Standards

Requirement Question

A Security Management Process is implemented through policies and procedures to
prevent, detect, contain, and correct security violations.

A Risk Analysis to assess potential risks and vulnerahilities to the confidentiality,
integrity and availability of electronic PHI was conducted (R).

A Risk Management Process that implements security measures sufficient to
reduce risks and wulnerabilities to a reasonable and appropriate level is in place (R).
A Sanction Policy to apply appropriate sanctions against workforce members who
fail to comply with the security policies and procedures has been developed (F).
Infarmation Systerm Activity Review procedures to regularly review records of system
activity, such as audit logs, access reports, and security incident tracking reports,
are implemented (R).

A Security Official who is responsible for the development and implementation of the
policies and procedures reguired by the Rule has been identified.

Folicies and procedures to ensure that all members of the warkforce have

appropriate access to electronic protected health information, and to prevent those
plefar ELT_NEENCYYY o dea mat b frowm abtaimime + lamtrami

v/ @ Part1 O Pant2

Assigned to

|Megan kMcCarron

|Megan kcCarran

|Megan kMcCarron

|Megan kMcCarran

|Megan kcCarron

|Megan McCarron

| tegan McCarran

Comp-
lete

Does
Not

Apply

Not Not
Answ- Comp- Total
ered lete
20 20
19 19
14 14
7 7
19 15
1 "
18 18




Lead User Functions

Remove Users from a Team @ofa

3. Check the “Delete” box for the team member that you

want to delete
4. Click on the Delete button

Please click o

Log Off Team Assigned

=S

: ining
ate : 272772004

:  Training TEST (RELEASE 3)

Assign Requirement | Help |

Lead User: Megan McCarron

Cg:ﬁ;;" Team Members
|Alec Karry
|Gai| Brown
|Jane Doe

|Karla Cisneros

IMegan hcCarron

Lellelleflelle])e]

@'\‘l‘l‘l‘l

|Pu:|mmie Misleh

-ﬂ-

95



Lead User Functions

Communication with Subscriber
__Administrator in Inactivating User

Once a user has been removed from all involved teams
and no longer needs access to HIPAA BASICS™ | the
Lead User must inform their Subscriber Administrator

The Subscriber Administrator will then inactivate the user
account following the provided guidelines

The user will no longer be able to access the application

Users cannot be deleted from the system
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Lead User Functions

View User Assignments i of 3

* You can view user assignments for any user within your
Gap Analysis

* You can review the progress of a particular requirement or
team member
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Lead User Functions

View User Assignments (o3

1. Select the Assign link on the Gap Analysis Project List screen

Subscriber :  Training

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
Data Report
_ Answer Assign Collection Gap ID Rel Tp Edit Report Status
Gap Analysis Project List | Date ag
TRAIMIMNG Kevin ¥ ork 1489 4 ]
- TRAIMIMNG Megan McCarran FE 2004 Baseline Security TRAINING 4 I Edit Report Status
Baseline Security TRAINING
TRAIMIMNG hdegan bcCarron FE2004 ersion 2 4 Il Edit Report Status
TRAINING subscriber £/14/2004 DEMO GAP 4N
Adrinistrator
Subscriber DEMD GAP PREWIOUS
Megan MeCaron LAl Admministrator AP VERSION T
TRAIMIMNG Megan MeCarran 202772004 Training TEST 4 I Edit Beport Status
TRAIMING 'Negan M Carron 44282005 TRMG Test 4 ] Edit Report Status
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Lead User Functions

View User Assignments (ot s

Subscriber
Data Collection Date
Project Start

Cap ID : Training TEST (RELEASE 3}
Lead User :  Megan McCamon
Target Completion

Log Off Assign Requirements Team Assigned W Help |

& HIPAA Rule © Functional Area ' Category
HIPAA Rule | Security Standards =l ® Part1 © Part?
Comp. Does Mot Not
Req # Requirement Question Assigned to e Not  Answ- Comp- Total
Apply  ered lete

107 A Security Management Process is implemented through policies and procedures to IMegan McCarron vl 5 15 20
prevent, detect, contain, and correct security violations.

108 A Risk Analysis to assess potential risks and wulnerabilities to the confidentiality, IJane Doe vl 19 19
integrity and availability of electronic PHI was conducted (R).

109 A Risk Management Process that implements security measures sufficient to IJane Doe vl 14 14
reduce risks and vulnerabilities to a reasonable and appropriate level is in place (R).

110 A Sanction Policy to apply appropriate sanctions against workforce members who IJane Doe vl 74 Z
fail to comply with the security policies and procedures has been developed (R).

il Infarmation System Activity Review procedures to regularly review recards of system IKEI”EI Cisheros vl 15 15
activity, such as audit logs, access reports, and security incident tracking reports,
are implemented (R).

112 A Security Official who is responsible for the development and implementation of the IKaﬂa Cisheros vl 1" 14
policies and procedures required by the Rule has been identified.

13 Folicies and procedures to ensure that all members of the workforce have IJane Doe vl g 15 18
appropriste access to electronic protected health information, and to prevent those
workforce members who do not hawve access from obtaining access to electronic
protected health information are implemented.

114 Procedures for the Authorization andfor Supervision of workforce members who wark IJane Doe vl 9 9
with electronic protected health information or in locations where it might be
accessed have been implemented (A).

115 Workforce Clearance Procedures to determine that the access of a workforce IJane Doe vl " "
member to electronic protected health information is appropriate have been




Lead User Functions

Edit Gap Analysis Details (o3

« The Lead User of a Gap Analysis can edit the details of
any of their Gap Analyses

« Data that can be edited include:
— Target completion date
— Date completed
— Client notes
— Internal notes

— Tag gaps for reporting
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Lead User Functions

Edit Gap Analysis Details (203

1. Select the Edit link from the Gap Analysis Project List

- i F e Subscriber :  Training

screen

Gap Analysis Project List Help
Baseline Administrative Simplification Integrated Compliance Solution
Data Report
_ Answer Assign Collection Gap ID Rel Tp Edit Report Status
Gap Analysis Project List | Date ag
TRAIMIMNG Kevin ¥ ork 1489 4 ]
- TRAIMIMNG Megan McCarran FE 2004 Baseline Security TRAINING 4 I Edit Report Status
Baseline Security TRAINING
TRAIMIMNG hdegan bcCarron FE2004 ersion 2 4 Il Edit Report Status
TRAINING W £/14/2004 DEMO GAP 4N
ministrator
Subscriber DEMD GAP PREWIOUS
Megan MeCaron LAl Admministrator AP VERSION T
TRAIMIMNG Megan MeCarran 202772004 Training TEST 4 I Edit Beport Status
TRAIMIMNG Iegan McCarran 472872005 TRMG Test 4 it Hepord Statusg
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Lead User Functions

Edit Gap Analysis Detalils (o3

2. Edit appropriate Gap Analysis details
3. Click on the Update button

awe changes. ..

Log Off W Back | Edit Gap Analysis

Data Collection Date (mm/dd/yyyy) 4¢28/2005

Target Completion (mm/dd/yyyy)
Project Start {mm/dd/yyyy)

Gap ID | TRING Test |
Gap Active

Date Completed (mm/dd/yyyy) I:I

Notes for Client

Internal

HIPAA Rule Security Standards

Please select the HIPAA Rule this GAF is associated with. If this GAP is being used far training
or testing purposes, and will not be used for rolled up reparting, please leave the selection blank.

Reporting Tag

Project Plan Project Plan XLS Reassign User Assignments
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Lead User Functions

Lead User Summary

* You should now be able to:
— Obtain a Lead User account and login as a Lead User
— ldentify the links in the Gap Analysis Project list
— Create a Gap Analysis
— Assign members to your assessment team
— Answer requirements
— Tag Gaps for reporting
— Create baseline assessment
— Reassign user assignments
— Remove and Inactivate team members
— View user assignments
— Edit Gap Analysis details
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Compliance Assessment Outputs and Implementation

Objectives

« Upon completion of this lesson, you will be able to:

— Generate Compliance Assessment outputs, to include:
« Gap Analysis Report
« Graphical Status Report
« High Level Summary Report
« Detailed Requirement Report

« Microsoft Excel and Project Plans

— Access customizable Policies and Forms within HIPAA
BASICS™
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Compliance Assessment Outputs and Implementation

Gap Analysis Report

« The Gap Analysis report can be filtered by:
— HIPAA Rule
— Functional Area
— Category
— Requirements
— Combinations
* You can alter the style of the report by excluding
components of the report
— Full detailed
— Executive summary
« Qutput formats:
— Report, Printable Report, or Printable Pdf
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Compliance Assessment Outputs and Implementation

Generate Gap Analysis Report o3

1. Select the Report link from the Gap Analysis Project List
screen

Training

Gap Analysis Project List Cinfo | Chielp |
Baseline Administrative Simplification Integrated Compliance Solution
Data Report
Answer Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List | Date ag
TRAIMING Megan McCarron 4728/2005 TRMG Test 4 Y Edit Status
S T s .
. TRAIMNING Megan McCarron T/7/2004  Baseline Security TRAINING 4 eport  Status
e
; TRAINING Megan McCarron a0, | | S ==mmty HEE SRS B Report Status
_ Version 2
TRAINING Subscriber £/14/2004 DEMO GAP 4 N
Administrator
Wiegan MeCanon Subscriber DEMO GAP PREVIOUS
TRAINING Administrator ol VERSION A
TRAIMING Megan McCarron 202712004 Training TEST 4 M Edit Repornt Status
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Compliance Assessment Outputs and Implementation

Generate Gap Analysis Report 2ot3

2. Filter the report by HIPAA Rule, Functional Area,
Category, Requirements, or Combinations

3. Make report style selections
4. Click on the Report button

HIPAA P

g, Subscriber H ining
- - ata CollacHon Date : 4/28/2005
™ roject Star s
JE;AS‘H:S : a : TRNG Test (RELEASE 4)
I ES— - aad lUsar : Megan McCanron
7 arget Completion H

[ Menu_| Report

Lead User: Megan McCarron

& HIPAA Rule O Functional Area O Category O Requirements C Combinations

Standards for Electronic Transactions and Code Sets

Standard Unigue Health [dentifier for Health Care Providers
Security Standards

Standards for the Privacy of Individually Identifiable Health Information
MNational Standard Employer Identifier
MNational Standard Health Flan [dentifier

[¥l Include Intra [¥] Include Autharity [l Include Dacument Saurce
[“lInclude Req Test [Vl Include Categary [l Include Reguirement Mote

Printable Report Printable ReportPdf

[¥lInclude Req Req
Fllnclude Task Mote

108




Compliance Assessment Outputs and Implementation

Generate Gap Analysis Report o3

HIPAA Gap Analysis Report

TRAINING .
Lead User Data Collection Date
Megan MoCarmon 4382005

HIPAA Fule: Security Standards

This rule estsblishes stand = fior the security of slectronic protected heslth information to be implemeanted by hesith plans, hesith cars clearinghous=ss, and certain
hesith care providers. These standards cowver electronic protected heslth information at rest and during transmission and are used to develop safeguards to enswre the
confidentizlity, intsgrity, and awvailsbility of sl 2l=ctronic protected haslth information the coversd sntity creates, recsives, maintsins or transmits. The Reguiresmsnts in
HIFAA BASICS{tm) refer to the Standards and Implemsntstion Specifications of the regulstion, the sssocisted Tasks reflect suggested best practices in secuwrity.
[Mote, HIFAA BASICS{tm) regulstony suthority text may b= abbrevisted. For the entire Rule and sxact & complete Regulastony Authority refersnces, s== 45 CFR Parts
180, 182 and 184 at http:/fwasw hhs. gov/ecrhipaa)

V' Management of Personnel

No. Reguirement-Question
132 e A Ss_curit}-‘ Official who is rssgoﬂsibls for the development and implementation of the policies and procedures
required by the Rule has been identified.
Regulatory Requirement . Identify the Security Official who is responsible for the development and implementation of the
policies and procedures required by the Rule.
Regulatory Authority ; Identify the Security Official who is responsible for the development and implementation of the

policies and procedures required by this subpart for the entity. [§164.308(aM2)] [For exact
quotation of Regulatory Authority and the Rule, see htp:faspe hhs. gowadmnsimp]

Documentation Source Folicy and Procedure

Requirement intro - Arequired implementation standard under the Administrative Safeguards involves the
assignment of a Security Official. The Assigned Security Responsibility must rest with one
individual to ensure accountahility within each covered entity. Mare than one individual may be
given specific security responsibilities, especially within a large organization, but a single
individual must be designated as having the overall final responsibility for the security of the
entity's electronic protected health information. The same person could fill the role for both security
and privacy.

Task ID Requirement Test Status
01 The sdministrative policies and procedures us=d to mest this reguireament are documsanted. Coenplats

MNote: Compliznt with policies and procedurss

oz The selection criteria for the Secwrity Official are identified. [OFTIOMAL] Coenplats
MNote: Compliznt with policies and procedurss

o3 description of the Security Officials responsibilities and duties is incleded. Complets

[+ A mechanism to enswre continwows designation of 3 Secuwrity Official for the entity is incledad. Ciomplate
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Compliance Assessment Outputs and Implementation

Graphical Status Report

« Displays compliance in bar graph format and includes
percentages by task
« Can be filtered by:
— HIPAA Rule
— Functional Area
— Category
— Requirements
— All

« Graphical Status reports cannot be saved, but can be
printed from your browser
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Compliance Assessment Outputs and Implementation

Generate Graphical Status Report (1013

1. Select the Status link from the Gap Analysis Project List
screen

Training

Gap Analysis Project List Cinfo | Chielp |
Baseline Administrative Simplification Integrated Compliance Solution
Data Report
Answer Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List | Date ag
TRAIMING Megan McCarron 4728/2005 TRMG Test 4 Y Edit Report Status
— TRAIMIMNG Megan McCarron 772004 Baseline Security TRAINING 4 M Edit tatus
YT e
; TRAINING Megan McCarron 7rirzopg  Daseline Securty TRANNG 0 o Status
_ Version 2
TRAINING Subscriber £/14/2004 DEMO GAP 4 N
Administrator
Wiegan MeCanon Subscriber DEMO GAP PREVIOUS
TRAINING Administrator ol VERSION A
TRAIMING Megan McCarron 202712004 Training TEST 4 M Edit Repornt Status
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Compliance Assessment Outputs and Implementation

Generate Graphical Status Report 2ot3

2. Filter the report by HIPAA Rule, Functional Area,
Category, Requirements, or All

3. Click on the Report button

: ining
e = 4/28/2005

: TRNG Test (RELEASE 4)

eeeeee : Megan McCarron

Status

Lead User: Megan McCarron

(' HIPAA Rule O Functional Area O Category O Requirements C All

Standards for Electronic Transactions and Code Sets

standard Unigue Health Identifier for Health Care Providers
Security Standards

Standards for the Privacy of Individually Identfiable Health Information
Mational Standard Employer [dentifier

MNational Standard Health Plan [dentifier
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Compliance Assessment Outputs and Implementation

Generate Graphical Status Report o3

HIPAA Gap Analysis Status Report

GAP ID: TRNG Test

Security Standards
Complete 151 (19%)

Mot Complete 0 (0%)
MNot Answered 652 (81%)
Total: 803 (100%)

113




Compliance Assessment Outputs and Implementation

High Level Summary o3

New report developed to facilitate overall reporting at each
level of the organization

— Reports by completion of tasks and requirements
Shows an overview of HIPAA Compliance efforts
Available in both graphical and table format

Can be run by Subscriber Admins, Lead Users, and
Report Admins

Can only be generated for Gaps that have been assigned
a HIPAA Rule and are tagged

Report Admins are able to generate a rolled up report for
all subordinates in their hierarchy
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Compliance Assessment Outputs and Implementation

High Level Summary o3

1. Click on the High Level Summary Report button

Training

Gap Analysis Project List [info Chielp |
Baseline Administrative Simplification Integrated Compliance Solution
[ uses | o Repor
Answer Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List | Date ag
TRAIMING Megan McCarron 4728/2005 TRMG Test 4 Y Edit Report Status
— TRAIMIMNG Megan McCarron 772004 Baseline Security TRAINING 4 M Edit Report Status
High Level Summarv Report 2 3
; TRAINING Megan McCarron virbaal | - B E S D £ Bl S
Detailed Repol _ Version 2
TRAINING Subscriber £/14/2004 DEMO GAP 4 N
Administrator
Wiegan MeCanon Subscriber DEMO GAP PREVIOUS
TRAINING Administrator ol VERSION A
TRAIMING Megan McCarron 202712004 Training TEST 4 M Edit Repornt Status
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Compliance Assessment Outputs and Implementation

High Level Summary (3 of 3)

2. Select HIPAA Rule and Report Style
3. Click on HTML Report or XLS Report

|_Log Off | Menu_|

Select HIPAA Rule: | Security Standards

High Level Summary Report | Help |

b

Report Style: (O Tabular @ Graphical
Include the following in Report:

Requirement Campliance Status [¥] Requirement Task Status V] Man-Applicable Tasks

Graphical Report Display Totals

HTML Report [N XLS Report |
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Compliance Assessment Outputs and Implementation

High Level Summary- Tabular Report

L
High l.evel Summary Report
A
Urga!uzahnn -Name Report Date HIPAA Rule
and User
ﬁﬁig‘kﬁm 5/25/2003 Security Standards
Gap ID: TRNG Test
Lead User: Megzan McCarron
Summary Totals
%0 %0 Not # # R
Compliant Compliant Requirements Compliant et tomplant
Requirement Status 19 4 80.6 67 13 54
04 0% Not 0% Not T # # Mot # Not
Complete Complete Answered asks Complete Complete Answered
Requirement Task Status 18.8 0 812 803 151 0 652
%% Non Applicable Total # Tasks # Non Applicable
Non-: 1
Non-Applicable Task 067 289 26
Status 117




Compliance Assessment Outputs and Implementation

High Level Summary- Graphical Report

High I.evel Graphical Report

Organization Name

N Report Date HIPAA Raule
and User
,{; tca“mmlié}:"kgm 5/25/2003 Security Standards
Requirement Status
Reguirements Compliant: 13
Reguirements Mon Compliant: 52 {80.9%)

Taotal Requirements: 87 {100%)

0% 10% 20% 0% 40% S50% S90%  TO0%  S0%  S0% 100%

Requirement Task Status

Complete: 151 (18.83%)

Mat Complete: 0 {0%)

Mot Answered: 852 (81.2%)

Total Applicable Tasks: 803 (100%)

0% 10% 20% 20% 40% 50% 80% TO0% 80% S0% 100%

Not Applicable Task Status

Not Applicable: 86 (2.87%)

Taotal Tasks: 889 (100%)
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Compliance Assessment Outputs and Implementation

Detailed Requirement Report (1ot

* Newly developed to show detailed compliance efforts at
each level of an organization

« Shows a breakdown of the level of compliance for all
requirements and tasks

« Can only be generated for Gaps that have been assigned
a HIPAA Rule and are tagged

« (Can be run by Subscriber Admins, Lead Users, and
Report Admins

* Report Admins are able to generate a rolled up report for
all subordinates in their hierarchy

 Available in HMTL or Excel
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Compliance Assessment Outputs and Implementation

Detailed Requirement Report (2of4)

1. Click on the Detailed Report button

Training

Gap Analysis Project List | Info | Contactus [ Help |

Baseline Administrative Simplification Integrated Compliance Solution

[ uses e Repor
Answer Assign Collection Gap 1D Rel ng Edit Report Status

Gap Analysis Project List | Date

TRAIMING Megan McCarron 4728/2005 TRMG Test 4 Y Edit Report Status
— TRAIMIMNG Megan McCarron 772004 Baseline Security TRAINING 4 M Edit Bepord Status
YT e —
; TRAINING Megan McCarron virbaal | - B E S D £ Bl S
Detailed Report _ Version 2
TRAINING Subscriber 5/14/2004 DEMO GAP 4 N
Administrator
Subscriber DEMO GAP PREVIOUS
TRAINING Administrator ol VERSION A
TRAIMING Megan McCarron 202712004 Training TEST 4 M Edit Repornt Status
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Compliance Assessment Outputs and Implementation

Detailed Requirement Report o4

1. Select the HIPAA Rule and report style
2. Click on HTML Report or XLS Report

m Detailed Requirement Report m
Select HIPAA Rule: | Security Standards V|

Include the following in Report:

[¥] Requirement Question [“]# Tasks Camplete [“]# Tasks Mot Camplete

[v]# Tagks Mot Answered [v]4# Tasks Mot Applicable [¥] Requirement Mate

@Al O Compliant Requirements O Mon-Compliant Reguirements

HTML Report XLS Report
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Compliance Assessment Outputs and Implementation

Detailed Requirement Report o4

L L]
Detailed Requirement Report
Organization Name and User Report Date HIPAA Rule
Training { Megan McCarron) 5/25/2003 Securnty Standards
Eap ID: TEING Test
ead User: Megan McCatron
Reat R . Tasks®%  #Tasks #Tasks Not #Tasks Not #Tasks Not  Total Bea N Comli
ey [Beq Question Complete Complete Complete Answered Applicable #Tasks €qNote  Lomplaf
A Securty Management Process is implemented through policies and
107 Vo i EnpetaEs 100 20 0 0 0 20 N N
procedures to prevent, detect, contain, and correct security violations.
A Risk Analysis to assess potential nsks and vulnerabilities to the
108 A . 100 19 0 0 0 19 Y Y
confidentiality, intezrity and availability of electronic PHI was conducted (B).
A Risk Management Process that implements security measures sufficient to
109 reduce risks and vulnerabilities to a reasonable and appropriate level is in place 100 14 0 0 0 14 N N
(R)-
A Sanction Policy to apply appropriate sanctions against workforce members
110 who fail to comply with the security policies and procedures has been 100 £ 0 0 0 7 ¥ v
developed (R).
Information System Activity Review procedures to regularly review records of
111 svstem activity, such as audit logs, access reports, and security incident - 0 0 0 15 15 ¥ Y
tracking reports, are implemented (E).
112 A Securitj..-' F)Fﬁcial who is re sponsﬂ:‘ble for the development an.d hnplementation 100 5 0 0 6 11 N N
of the policies and procedures required by the Rule has been identified.
Policies and procedures to ensure that all members of the worlforce have
113 appropriate access to electronic protected health information, and to prevent 0 0 0 18 18 . .
those wotlforce members who do not have access from obtaining access to - ¥ ¥
electronic protected health information are implementad.
Procedures for the Authonization and’or Supervision of worlforce members
114 who wotk with electronic protected health information or in locations where it - 0 0 0 0 g ¥ Y
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Compliance Assessment Outputs and Implementation

Project Plans

« A Project Plan can be generated to help guide
iImplementation efforts

 |tis downloaded from HIPAA BASICS™ and contains all
of the data entered by the users during an assessment
— Average hours associated with each task
— Adjustable timeline to map out projected completion

— “Not Answered” items are converted to “Not Complete”

* A Project Plan can be downloaded as a Microsoft Project
or Excel file

« Tasks to be accomplished are supported by Policies and
Forms
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Compliance Assessment Outputs and Implementation

Generate Project Plan ¢ o)

1. Select the Edit link from the Gap Analysis Project List

screen

Gap An.aly;s'ls Project List

Training

[nfo ]| _contactus ]| relp

Gap Analysis Project List |

Policies & Forms
Add Gap
High Level Summary Report
Detailed Report

Megan McCamon

Answer

TRAINING
TRAINING
TRAINING

TRAINING
TRAINING

TRAINING
TRAINING

Baseline Administrative Simplification Integrated Compliance Solution

Assign

Megan McCarron
Bevin York

Megan McCarron

Megan McCarron

Subscriber
Administrator
Subscriber
Administrator

Megan McCarron

Data

Collection

Date
4/28/2005

TI7i2004
TITiI2004

5M14/2004

21772004
212772004

Gap 1D

TRMG Test
1489
Baseline Security TRAINING

Baseline Security TRAINING
Version 2

DEMO GAP

DEMO GAP PREVIOUS
VERSION

Training TEST

Rel

S S S

Report
Tag

b

Edit

Report Status

Report Status

Heport Status
Report Status

Heport Status
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Compliance Assessment Outputs and Implementation

Generate Project Plan o)

2. Click on the Project Plan or Project Plan XLS button

EIPAA | * — ewEs 323
=B, 3 ; . .

Pl clic

Log Off

Data Collection Date (mm/dd/yyyy) 4/28/2005
Target Completion {mm/dd/yyyy)

Edit Gap Analysis

|

Project Start (mm/dd/yyyy)
Gap ID TRNG Test |
Gap Active

Date Completed (mm/dd/yyyy)
Notes for Client

H

Internal

HIPAA Rule Security Standards
Please select the HIPAA Rule this GAP is associated with. If this GAP is being used for training or testing

purposes, and will not be used for rolled up reporting, please leave the selection blank.

Reporting Tag

If Reparting Tag is ON HIPAA Rule cannot be changed.

This GAP is Tagged far the selected HIPAA Rule

Project Plan Project Plan XLS Reassign User Assignments Update
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Compliance Assessment Outputs and Implementation

Generate Project Plan @ore)

3. Choose whether or not you want to include the tasks that
are “Complete”

4. Click on the Create Project Plan button

Log Off S Project Template | Help |

k the box to delete the Tasks marked as Complete frorm the project plan Template that will be generated. [If you
to display all applicable Tasks (Complete & Mot Complete) in the project plan Template, leave the box unchecked.]
Then click the Create Project Plan button to continue to the next step to generate and download the Template.

This is a fong process and could take a few minutes to complete.

Create Project Plan
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Compliance Assessment Outputs and Implementation

Generate Project Plan @ore)

5. Follow the instructions for downloading the project plan

Log Off MS Project Template | Help |

Please follow the steps mentioned helow:

1. Please Right click an this link and select Save Target As HIPAA Training TEST mdb to download the Microsoft Access 2000 File
[.0DE] far the Gap |D: Training TEST.

2. Open M3 Project on your computer. Choose File-=0pen from the menu.

3. Select Files of type Microsoft Access Database and apen the downloaded file 'HIPAA_Training TEST. mdb'.

4. You may be prompted again to Open From Database. Flease click on Open button.
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Compliance Assessment Outputs and Implementation

Generate Project Plan o)

6. Your Project Plan will display (Microsoft Project)

&I Microsoft Project - TRNG Test =i
@ Ele Edit View Insert Format Tools Project Collaborate  Window  Help Type a question for help -
NDEEH S AV BRI 9| & e ¢t B | NoGow - ® R T @ Eu'i-‘)=-§how' Arial -8 -|B I U
E - | Resources ~+ | Track - | Repart - !
138,10 Indude the prindple of least privilege. [OPTIONAL]
Rule ‘ﬂ ‘Task Mame ‘ Duration Start Finizh Predecessors  |Reszource Names
1 =l VIl Facility Access and Workstation 0.76 days  Wed 5/25/06 Thu 5/26/05
2 | Security @ [=l 137 Implement Facility Access Control policies and procedures to limit physic 0.38 days = Wed 5/25/05 Wed 5/25/05 Information Techr
3 137.01 Document the adminigtrative policies and procedures used to meet thiz requirs 3 hre| Wed 5/25/05 Wed 5/25/05
4 137.02 Include the rolez and/or names of perzsons rezponsible for reviewing and upd I hrz| Wed S/25/05| Wed S/25/05
5 137.03 Ensure the current facility access controle reflect the findings of the latest riz 3 hre| Wed 5/25/05 Wed 5/25/05
[ 137.04 Include the frequency of review of physical zafeguards. [OPTIONAL] 1hr| Wed 5/25/05 Wed S/25/05
7 137.05 Include training requirements. 3 hre| Wed 5/25/05 Wed 5/25/05
8 137.05 Implement policies and procedurss to limit phyzical access to electronic inform I hrz| Wed S/25/05| Wed S/25/05
9 137.07 Consider employee feedback regarding accessibility. 3 hre| Wed 5/25/05 Wed 5/25/05
10 137.08 Ensure physical controle enforce access permizzions specific to individuals. I hrz| Wed S/25/05| Wed S/25/05
il 137.09 Include physical =afequards to be employed (examples, however not requirec Jhre| Wed S/25/05| Wed S/25/05
12 137.10 Include location considerations to prevent unautherized viewing. Jhra| Wed S/25/05| Wed 52505
o 13 137.11 Reflect business as=sociate contracts and other arrangements as necessary. Jhre| Wed S/25/05| Wed S/25/05
E 14 137.12 Include the principle of least privilege. [OPTIONAL] 1hr| Wed 5/25/05 Wed S/25/05
E 15 137.13 Include the principle of =eparation of duties. [OPTIONAL] 1hr| Wed 5/25/05 Wed 5/25/05
5_ 16 137.14 Include the principle of need-to-know. [OPTIONAL] 1hr| Wed S/25/05 Wed S/25/05
17 | Security @ [= 138 Establish Contingency Operations (and implement as needed) procedures 0.38 days | Wed 5/25/05 Wed 5/25/05 Information Techr
13 138.01 Document the administrative policies and procedures used to meet this reguire 3hrz| Wed S/25/05| Wed S/25/05
19 138.02 Document the decizion and reasons including rizk and cost anahysis why the Jhre| Wed /25405 Wed S/25/05
20 138.03 E=ztablizh (and implement as needed) procedures that allow facilty access in 3hrs| Wed 5/25/05 Wed 5/25/05
21 13&.04 Include a process for regularty updating the plan. 1hr| Wed S/25/05 Wed S/25/05
22 138.05 Include the rolez and/or persons rezponsible for updating the plan. 3hrs| Wed 5/25/05 Wed 5/25/05
23 138.08 Ensure the plan reflects the latest risk analyses and any associated remediati Jhre| Wed /25405 Wed S/25/05
24 138.07 Include interim processing arrangements. 3hrs| Wed 5/25/05 Wed 5/25/05
25 13&.08 Include interim communications arrangements. Jhre| Wed /25405 Wed S/25/05
26 138.09 Include a means for testing the plan. 3hrs| Wed 5/25/05 Wed 5/25/05
27 I 138.10 Include the principle of least privilege. [OPTIONAL] | 1hr| Wed S/25/05 Wed S/25/05
28 138.11 Include the principle of =eparation of duties. [OPTIONAL] 1hr| Wed /25005 Wed S/25/05
pra:} 138.12 Include the principle of need-to-know. [OPTIONAL] 1hr| Wed 5/25/05 Wed S/25/05 128
an eV — 5 7 =0 e e




Compliance Assessment Outputs and Implementation

Generate Project Plan o)

7. Your Project Plan will display (Microsoft Excel)

A

B

£

D

E

F

G 4

Rule

Project Category/RequirementiTask

Duration

Functional Area

Status

Regulatory Authority

Requirement Note/Task Hote

P —=

VIl Facility Access and Workstation

Security
Standards

137 Implement Facility Access
Control policies and procedures fo
limit physical access to ifs electronic
information systems and the facility
or facilities in which they are housed,
while ensuring that properly
authorized access is allowed,

Information Technology

Implement peliciez and procedures to limit
physical access to itz electrenic infermation
syztems and the facility or facilities in which
they are houged, while enguring that properly
authorized access is allowed.
[5164.210(a)1}; in accordance with §

164 .308] [For exact quotation of Regulatory
Authority and the Rule, see
hitp://aspe hhe gov/admnsimp]

pelicies and proecedures used to meet this
requirement.

3h

Not Answered

137.02 Include the roles andfor names of
pergons regponsible for reviewing and
updating facility access controls.

3h

Not Answered

137.03 Enzure the current facility access
controlz reflect the findings of the latest
rizk analysis.

3h

Not Answered

137.04 Include the frequency of review of
physical safequards. [OPTIONAL]

1h

Not Answered

137.05 Include training requirements.

3h

Not Answered

to limit phyzical access to electronic
informaticn systems with electrenic PHI
and the facility or facilties that house
them, while ensuring property authorized
access is dllowed.

3h

Not Answered

10

137.07 Congider employese feedback
regarding accessibility.

3h

Not Answered

11

137.08 Ensure physical controlz enforce
access permizgsions specific to individuals.

Not Answered

137.08 Include physical =afeguards to be
employed (examples, however not
reguired, are locks, badges, tokens,

4 4 v H[\GapID- TRNG Test { Copyright Disdaimer /
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Compliance Assessment Outputs and Implementation

Customizable Policies and Forms

« HIPAA BASICS™ contains generalized examples of
policies and forms for each requirement that can be
tailored to help your MTF meet HIPAA standards

 Policies and Forms include:
— Optional procedures

— Regulatory authority
— Background sections to understand the basis of the policy

 Subscriber Administrators and Lead Users can access the
Policies and Forms module from the main screen
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Compliance Assessment Outputs and Implementation

Accessing Policies and Forms (o2

1. Click on the Policies & Forms button on the left side of the
screen

Training

Gap Analysis Project List Cinfo | Chielp |
Baseline Administrative Simplification Integrated Compliance Solution
Data Report
Assign Collection Gap 1D Rel Tp Edit Report Status
Gap Analysis Project List Date ag
Policies & Forms lMegan McCarron 4/28/2004 TRNG Test 4 Y  Edit Repord Status
— TRAIMIMNG Megan McCarron 772004 Baseline Security TRAINING 4 M Edit Bepord Status
YT e —
; TRAINING Megan McCarron virbaal | - B E S D £ Bl S
_ Version 2
TRAINING Subscriber 5/14/2004 DEMO GAP 4 N
Administrator
Wiegan MeCanon Subscriber DEMO GAP PREVIOUS
TRAINING Administrator ol VERSION A
TRAIMING Megan McCarron 202712004 Training TEST 4 M Edit Repornt Status
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Compliance Assessment Outputs and Implementation

Accessing Policies and Forms otz

2. Sort by HIPAA Rule or Category
3. Alist of Polices and Forms will display

Subscriber :  Training

Log Off

Policies and Forms

Help

Policies & Forms

* HIPAARule

Gap Analysis Project List

Megan MeCarron

" Catego

Securty standards

Standards for Electronic Transactions and Code Sets
Standard Unigue Health Identifier for Health Care Providers
ity o 1ards

MNational Standard Employer [dentifier
Mational Standard Health Flan Identifier

PDescription

Standards furte Privacy of Individually Identifiable Health Information ks Associates

al Access

Audit Controls

Business Associate Addendum

Business Associate Agreement

Contingency Plan

Data Authentication

Controls -Tech
Safeguards

Systems Audit Controls -
Tech Safeguards
Business Associate
Addendum -
Organizational
Business Associate
Agresment -
Crganizational
Contingency Planning -
Admin Safeguards

Integrity of Electranic PHI
- Tech Safeguards

Baseline Administrative Simplification Integrated Compliance Solution

PDF Text
P-041-04. pdf P-041-04 txt

5-001-04.pdf 5-001-04 1t

5-002-04. pdf 5-002-04. txt

5-003-04.pdf 5-003-04.txt

=-004-04.pdf S-004-04.txt

=-005-04.pdf S-005-04.txt

5-006-04. pdf S-006-04 1t

Requirement

161
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Device and Media Contrals Device and Media S-007-04 pdf S-007-04 txt 144 |, 145,
Contrals with PHI - 16, 147,
Phveical Safennard 1458
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Compliance Assessment Outputs and Implementation

Output Summary

* You should now be able to:

— Generate Assessment outputs, to include:
« Gap Analysis Report
« Graphical Status Report
« High Level Summary Report
« Detailed Requirement Report

« Microsoft Excel and Project Plans

— Access customizable Policies and Forms within HIPAA
BASICS™
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Report Admin Interface

Objectives

« Upon completion of this lesson, you will be able to:
— ldentify functionality of Report Admins at each level
— Describe the Report Admin interface

— Generate High Level and Detailed Requirement Reports
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Report Admin Interface

Chart of Report Admin Functionality

Function Level0 | Levell | Level2 | Level 3
High Level Summary X X X X
Detailed Requirement Report X X
View RA profiles on same level X X X X
Update subordinate RA profiles X X X X
View filtered Subscription lists X X X
Sub Admin Subscription login X X
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Report Admin Interface

Report Admin Login (1ot3

1. Enter URL: hipaacompliance.tricare.osd.mil

2. Click on Report Administrators button

| Home | Report Administrators

Login New Updates FAQ | Help |

NOTICE AND TERMS OF USE

and operational security.

All information,
system may be monitored.

NOTICE AND CONSENT LOGOHN BANNEER =

THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM.

This computer system, including all related eguipment, networks, and network
devices (specifically including Internet access), is provided only for authorized U.S5.
Government use. DOD computer systems may be monitored for all lawful purposes, including
to ensure that their use is authorized, for management of the system, to facilitate

protection against unauthorized accegss, and to verify security procedures, survivability,

to test or verify the security of this system. During monitoring, information may be
examined, recorded, copied, and used for authorized purposes.

Subscriber: |

Monitoring includes active attacks by authorized DOD entities

including personal information, placed or 3ent over this

Copyright & 2005 Strategic Management Systems, Inc.

137



Report Admin Interface

Report Admin Login ot3

3. Enter Organization

4. Click on | Agree

NOTICE AND TERMS OF USE

HOTICE ANWD CONSENT LOGON BANNER
THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM.

to test or verify the security of this system. During monitoring,
examined, recorded, copied, and used for authorized purposes.

syaten may be monitored.

This computer system, including all related equipment, networks, and network
devices (apecifically including Internet access), i3 provided only for authorized U.S5.
Government use. DOD computer systems may be monitored for all lawful purposes,
to ensure that their use is authorized, for management of the system,
protection against unauthorized access, and to verify security procedures,
and operational security. Monitoring includes active attacks by authorized DOD entities
information may be

to facilitate
surviwvability,

11 information, including perscnal informaticon, placed or sent owver this

Organization: |Region A
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Report Admin Interface

Report Admin Login o3

5. Enter Report User ID and Password

6. Click on Login

Report User 1D |bsmiﬂ1

Password I -------- |
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Report Admin Interface

Report Admin Menu
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Report Admin Interface

Report Admin Menu

High Level Summary Report

— Generate high level summary report for any subscription
within their hierarchy

Detailed Requirement Report

— Generate detailed requirement report for any subscription
within their hierarchy

Subscriber List

— View list of Subscriptions within the hierarchy

Report Users

— View and update Report Admin profiles within the hierarchy
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Report Admin Interface

High Level Summary Report (1 ot3

1. Click on the High Level Summary Report button from the
main screen

2. Click on List Sub-Groups button

: Region A
:  Bob Smith

High Level Summary Report | Help |
Select report options and click "HTML Report” or "XLS Report” to build a report. Click “List Sub-Groups ==" to view or build a report based on the selected

subordinate organizations.
List Sub-Groups ==

Include the following in Report:

Select HIPAA Rule: |Standards for Electronic Transactions and Code Sets j
Report Style: * Tabular " Graphical
gaiea-qmrement bosinbeace ¥ Requirement Task Status ™ Non-Applicable Tasks

¥ Graphical Report Display Taotals

HTML Report XLS Report

142



Report Admin Interface

High Level Summary Report ot3

= >
« Select the Organization link to drill down within your
hierarchy
3. Select reporting organizations
[ tog off_J| Menu | High Level Summary Report [Help_
Select Organization
W MTE A
|7 MTF B
| MTF C

Include the following in Report:
Select HIPAA Rule:

Report Style:

IStandards for Electronic Transactions and Code Sets j

& Tabular T Graphical

gaiesqmrement Compliance ¥ Requirement Task Status ™ Mon-Applicable Tasks
¥ Graphical Report Display Tatals

HTML Report XLS Report
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Report Admin Interface

High Level Summary Report 3ot

4. Select HIPAA Rule
5. Select Report style and details
6. Click HTML Report or XLS Report
" Menu | High Level Summary Report Help|

Sub-Groups

Select Organization

2 MTE A

2 MTE B

r MTE C
nclude the following in Report:
Select HIPAA Rule: |S:at:|_|rit3,-r Standards j
Report Style: & Tabular © Graphical
:ﬂﬁzquirement Compliance ¥ Requirement Task Status ¥ Non-Applicable Tasks

¥ _Graphical Report Display Totals

HTML Report XLS Report
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Report Admin Interface

High Level Summary Report- Tabular otz

High I.evel Summary Report

Organization Name
and User

Fegion A | Bob Smith) 6/13/2003 Security Standards

Report Date HIPAA Rule

Reporting Organizations: MTE A; MIF B
Non-Tagged Subscriptions: none

Summary Totals

L] 0 Not # # ST T
Compliant Compliant Requirements Compliant SotLompliant
Requirement Status 1642 8358 134 22 112
%0 049 Not 09 Not e # # Not # Not
Complete Complete Answered asks Complete Complete Answered
Requirement Task Status 1575 0 8425 1651 260 0 1391
%49 Non Applicable Total # Tasks # Non Applicable
Non-Applicable Task
PP 7.14 1778 127
Status
MTF A
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Report Admin Interface

High Level Summary Report- Tabular @ot2

= >4
MTF A
o4 %4 Not # # T
Compliant Compliant Requirements Compliant ot Lompliant
Requirement Status 194 806 67 13 54
O O Not Wi Not 4 Task # # Not # Not
Complete Complete Answered asks Complete Complete Answered
Requnirement Task Statos 188 0 812 803 151 0 652
%% Non Applicable Total # Tasks # Non Applicable
Non-! i
Non-Applicable Task 9067 889 86
Status
MTFB
%0 o Not # # 4t Not Comali
Compliant Compliant Requirements Compliant st Lompliant
Requnirement Status 1343 B6.57 67 9 58
% %0 Not %o Not # Task # # Not # Not
Complete Complete Answered asks Complete Complete Answered
Requirement Task Status = 12.85 0 87.15 848 109 0 739
%% Non Applicable Total # Tasks # Non Applicable
Non-: i
Non-Applicable Task 161 889 41

Status
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Report Admin Interface

High Level Summary Report — Graphical

High I.evel Graphical Report

Organization Name and
User
Begion A ( Bob Smith) 6/15/2003

Eeport Date HIPAA Rule

Security Standards

Reporting Organizations: MTF A; MIEF B
Non-Tagged Subscriptions: nons

Requirement Status

Reguirements Compliant: 22 {15.42%
Requirements Mon Compliant: 112 (83.58%

Total Reguiremeants: 134 (100%)

0% 0% 20 30 40 B0 B0 To% B B0 100

Requirement Task Status

Cormplete: 260 (15.75%

Hat Complate: 0 (0%)

Not Answered: 1351 (B4.25%)

Taotal Applicable Tasks: 1851 {1005}

W
e
e
|-

b
(=1

Mot Applicable: 127 {7.14%

Total Tasks: 1778 (1007%)

0% 10% 20% 30 407 50 B0 To% B S 100%
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Report Admin Interface

Detailed Requirement Report (1012

1. Click on the Detailed Requirement Report button
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Report Admin Interface

Detailed Requirement Report 2012

2. After selecting reporting organizations, Select the HIPAA
Rule and report style

3. Click on HTML Report or XLS Report

| Menu_| Detailed Requirement Report Cheip

Select Organization
o MTF A

O MTF B
O MTE C

nclude the following in Report:
Select HIPAA Rule: |Set:uri’r3,r Standards j

¥ Requirement Question ¥ # Tacks Complete ¥ # Tasks Mot Complete
¥ # Tasks Mot Answered ¥ # Tasks Not Applicable ¥ Requirement Note

& Al © Compliant Requirements ¢ Non-Compliant Requirements

HTML Report XLS Report
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Report Admin Interface

Detailed Requirement Report Results

L .
Detailed Requirement Report
Organization Name and User Report Date HIPAA Rule
Fegion A ( Bob Smith) 6/13/2003 Security Standards
[Reporting Organization: MTF A
Non-Tagged Subscriptions: nons
, o Tasks% = #Tasks hosks  Flasks  #Tasks g, : |
Reg# Req Question Organization C Not Not Not _ ReqgNote Compliant
omplete Complete . #Tasks
Complete Answered Applicable
107 A Serurity Management Process is @plzmmted [hmul_:t} pcl?-:tsslanﬂ Training 100 20 0 0 0 20 N N
procedures to prevent, detect, contain, and correct security vielations. -
. o Tasks% =~ #Tasks oosks  Flasks  #Tasks g, i .
Reg# Req Question Organization Nat Nat Not _ RegNote Compliant
Complete Complete . #Tasks
Complete Answered Applicable
A Risk Analysis to assess potential risks and vulnerabilities to the ar . -
108 confidentiality, integrity and availability of electronic PHI was conducted (B). Training 100 12 0 0 0 2 ! i
| o Taskstp #Tasks Tiosks  Flasks  #lasks g, ! |
Beg# Req Question Organization C Not Not Not _ RegNote Compliant
omplete Complete . #Tasks
Complete Answered Applicable
A Risk Management Process that implements security measurss sufficient to
109 reduce risks and vulnerabilities to a reasonable and appropriate level isin Training 100 14 0 0 ] 14 N N
place (B).
, o Taskst% #Tasks oosks  Flasks  #Tasks g, ! |
Reg# Req Question Organization c Not Not Not _ RegNote Compliant
omplete Complete . #Tasks
Complete Answered Applicable
A Sanction Policy to apply appropriate sanctions against worldforce members
110 wheo fail to comply with the security policies and procedures has been Training 100 7 0 0 0 7 T Y
developed (R).
, o Tasks% = #Tasks ooses  Flasks - #Tasks g, : |
Reg# Req Question Organization Not Not Not _ ReqgNote Compliant
Complete Complete . #Tasks
Complete Answered Applicable
Information System Activity Review procedures to regularly review records
111 of system activity, such as audit logs, access reports, and security incident  Training - ] ] 0 13 13 T Y

tracking reports, are implemented (B).

FTa O | T S, | FTs O |




Report Admin Interface

Summary

* You should now be able to:
— ldentify functionality of Report Admins at each level
— Describe the Report Admin interface

— Generate High Level and Detailed Requirement Reports
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Subscription Maintenance

Objectives

« Upon completion of this lesson, you will be able to:
— Create baseline compliance assessments

— Edit user accounts within your subscription as the Subscriber
Administrator

— Inactivate users within Subscription
— Reassign Lead Users to Gap Analysis

— ldentify what to do if you run out of license packs
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Subscription Maintenance

Copy Gap Analysis @ of6)

« The Subscriber Administrator is responsible for copying
Gap Analyses to create a baseline compliance
assessment

« The Gap Analysis must be upgraded to the current
version before it can be copied

 The Lead User of Gap Analysis must communicate the
need for a copy to their Subscriber Administrator
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Subscription Maintenance

Copy Gap Analysis (ot

Create Gap
Analysis

Create Team/
Assign
Requirements

Answer
Requirements

A

Generate
Baseline
Project Plan

Baseline
Compliant

NO

Report
Compliance
through Chain
of Command

Track
Progress

v

Copy Baseline
Gap Analysis

v

Create
Mitigation
Team/Assign
Requirements

v

Mitigate
Compliance
Gaps

v

Report
Compliance
through Chain
of Command

v

Track
Progress
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Subscription Maintenance

Copy Gap Analysis @ofe)

1. Select the Add Gap Analysis button from the Admin screen

Log Off Subscriber Administrator

Baseline Administrative Simplification Integrated Compliance Solution

Add Gap Analysis

:I-'Iuigh Level Qi.lmmary Repurf

' Detailed Report

@SI’RATEGIC MANAGEMENT SYSTEMS, INC.
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Subscription Maintenance

Copy Gap Analysis @ofe)

2. Click on the New Version button on the bottom of the

sScreen

Log Off Add New Gap Analysis Project

*Lead User

Data Collection Date (mm/dd/yyyy)
Gap ID

Notes for Client

Date Completed {mm/dd/yyyy)

Internal

HIPAA Rule
Please select the HIFAA rule this GAP is associated with. If this GAP is being used for training
or testing purposes, and will not be used for rolled up reporting, please leave the selection blank.

Partial Gap Analysis (OPTIONAL): Applicability
If you wish to set HIPAA Rule(s) as Mot Applicable, you may uncheck the corresponding

Applicability boxes and thereby pre-answer with "Does Mot Apply". This has the effect that the

Status of all Tasks for the Requirements of the deselected Rule(s) are set to "Does Mot

Apply”.

Standards for Electronic Transactions and Code Sets

Standard Unigue Health Identifier for Health Care Providers
Security Standards

Standards for the Privacy of Individually Identifiable Health Informa
Mational Standard Employer Identifier

Mational Standard Health Plan Identifier

E EE E EEE

New¥ersion
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Subscription Maintenance

Copy Gap Analysis (o6

3. Select the Gap ID from the drop down menu
« After selecting the Gap ID, all other fields will be filled in

<BASICS”
Please click o 'e changes. ..

Target Completion (mm/dd/yyyy)
Project Start (mm/dd/yyyy)

Gap ID

Date Completed (mm/ddiyyyy)
Notes for Client

Internal

HIPAA Rule
The HIPA&A rule this GAP is associated with.

Reset:

]

TREMNG TestWersion &

]

Security Standards

[v] Answers [¥|TaskNote [¥]RequirementNote [¥]TeamAssigned

@(

Add New Gap Version Help
Gap ID TRNG Test v/

“Lead User Megan McCarron v

Data Collection Date (mm/dd/yyyy) 4/28/2005
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Subscription Maintenance

Copy Gap Analysis oo

5. Click on OK to proceed creating the new version

HIPAA B - - | |
—— = =
_'_%:‘.'-"E changes

Log Off Add New Gap Version | Help |
Gap ID TRNG Test v/
*Lead User Megan McCarran e
Data Collection Date (mm/dd/yyyy) 4/28/2005

Target Completion {mm/dd/yyyy)

Project Start (mm/dd/yyyy) I:l

Gap ID 'TRING TestVersion 2

Date Completed (mm/dd/yyyy)

Notes for Client

Microsoft Internet Explorer fg|

\‘?() Do vou wish ko create a new version?
-
Click 'Ok to Proceed.

Internal

O, l [ Cancel l

HIPAA Rule Security Standards
The HIPAA rule this GAR is associated with.

Reset:
[“] Answers [¥] TaskNote [¥]RequirementNote [¥]TeamAssigned

[“Ciear Adi

159



Subscription Maintenance

Edit User Accounts Across Subscription

« The Subscriber Administrator is responsible for editing
user accounts

— Change passwords

— Update user information
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Subscription Maintenance

Edit User Account (103

1. Select the User Admin button from the Admin screen

Log Off Subscriber Administrator

Baseline Administrative Simplification Integrated Compliance Solution

Gap Analysis List

User Admin

Add User

: Add Gap Analysis

'H'igh Level Si.lmmarl,r Repnr't'

' Detailed Report

<SI'RATEGIC MANAGEMENT SYSTEMS, INC.
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Subscription Maintenance

Edit User Account (203

2. Select the user whose account you want to edit

Subscriber Users [ Help |
Baseline Administrative Simplification Integrated Compliance Solution
User Level # Gaps City Zip E-Mail Phone Fax
A Karry zer a karmy@osd.mil
Alec Karry Lead User 5 karry_alexanden@@bah. com J03-377-1014
(ail Bro Lead User 1 gail. brown@tma. osd. mil
Jane Oae zer Fairfax 22030 jane.doe@@email.com 703-234-4434 J03-332-9776
karla Cisneros User karla. cisnerasigitma. osd. mil
Megan McCarron Lead User 1 megan.mcoarron@tma. osd. mil
Matalie Scovel Lead User Inactive
. hisleh Uzer r.misleh@osd. mil
Haommie Misleh Lead User tnigleh_rommie@bah.com
Colonel Regular User Uzer regular_user@mhs.mil
John Smith zer inactive_smithi@mhs. mil
subscriber Administrator Administratar z karry_alexander@bah. cam
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Subscription Maintenance

Edit User Account zors

3. Change User information on the User Details screen
4. Click on the Update button

HIPAA B

<BASICS”
Please ick a wre changes._ o

ease click oF -
[Back | user Detail Crein |
Title I j User Active I
“First Name [Gail WWWeb |
Middle Name | *E-Mail Igail.brown@tma.usd.mil

*Last Name |EIru:uwn Phone I
Suffix I vl Fax I
800 I

*Display as Gail Brown =] *Userld Igbrown

= Level ILead User 'I
Address | Notes =]
Address I
City | H
State : j
Country

Zip ]

'Ipdate Change Password

163



Subscription Maintenance

Edit User Account: Change Password (o2

1. Click on the Change Password button from the User
Detail screen

Please click of. zave cha nes. .. -
Log off User Detai [Help |
Title | j User Active ¥
“First Name [Gail WWWeb |
Middle Hame | “E-Mail |gai|.brown@tma.osd.mil

*Last Name |Elr0wn Phone I
Suffix I 'I Fax I
800 I

*Display as Gail Brown =] *Userld [glorawn

=l Level Im
Address I Notes ;l
Address |
| ﬂ
State : j
Country |

Zip |

Update Change Password
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Subscription Maintenance

Edit User Account: Change Password o2

2. Create New Password and Confirm New Password
3. Click on the Change Password button

Log Off Change Password m

First Name Ga
Last Hame B

r
User ID hrown
*New Password I"““"’“"""“"‘
*Confirm New Password |’““‘°‘°‘°*"‘““
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Subscription Maintenance

Inactivate Users within Subscription (ot

 |f a user has been removed from all involved teams and
not longer needs access to HIPAA BASICS™, the
Subscriber Administrator then needs to inactivate the user

account

« Once inactivated, the user will no longer be able to login

« The inactive user can be replaced by someone arriving at
your facility
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Subscription Maintenance

Inactivate Users within Subscription (2ot4

1. Click on the User Admin button from the Admin screen

Subscriber Administrator

Baseline Administrative Simplification Integrated Compliance Saolution

Detailed Report

@SI’RATEGIC MANAGEMENT SYSTEMS, INC.
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Subscription Maintenance

Inactivate Users within Subscription @ors

2. Select the user that you want to inactivate

Subscriber Users

User

A Karry

Alec Karry
Gail Brown

Jane Doe

Karla Cisneros

Iegan McCarran
Matalie Scovel

B. Misleh

Romrmig Misleh

Colonel Reqgular User
dohn Srmith

Subscriber Administrator

Baseline Administrative Simplification Integrated Compliance Saolution

Level # Gaps City Zip E-Mail Phone
User a.karry@osd. mil
Lead User 5 karry_alexandengbah. com 03-377-1014
Lead User 1 gail. brown@tra. osd. mil
User Fairfax 22030 jane.doe@@email.com J03-234-4434
User karla. cisneros@tma.osd. mil
Lead User 1 megan.mcearron@tma. osd. mil
Lead User Inactive
User r.misleh@@osd. mil
Lead User misleh_rommie@bah. com
User reqular_useng@mhs. mil
User inactive_smithj&mhs. mil
Administratar 2 karry_alexanden@@bah.com

Fax

f03-332-9776
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Subscription Maintenance

Inactivate Users within Subscription o4

3. Remove the check in the “User Active” box
4. Click on the Update button

HIPAA = *

=1 o; pre changes. .. -
Log Off User Detail
Title | =l User Active r
*First Name |Gail WWWeb !
Middle Name | *E-Mail |gai|.brown@tma.osd.mil

*Last Hame IEIern Phone I
Suffix I v| Fax I
1] I

“Display as Gail Erown =] *Userld Igbruwn

Ll Level Im
Address | Motes =]
Address I
City | -
State I : j
Country |

Zip |
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Subscription Maintenance

View/Edit Gaps across Subscription (1ot3

« The Subscriber Administrator has the ability to view and
edit any Gap Analysis within their subscription

170



Subscription Maintenance

View/Edit Gaps across Subscription o3

1. Click on the Gap Analysis List button from the Admin
screen

Log Off M Back | Subscriber Administrator | Help |

Baseline Administrative Simplification Integrated Compliance Solution

Gap Analysis List

Add User
| Add Gap Analysis

gSTRATEGIC MANAGEMENT SYSTEMS, INC.
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Subscription Maintenance

View/Edit Gaps across Subscription @or3)

2. This screen displays all of the Gap Analyses that are set

up within your Subscription

Gap Analysis Project List | Help |
Baseline Administrative Simplification Integrated Compliance Salution

Answer Assignments Cuﬁggion Gap ID Rel R.T.E;rt Edit Repont 3;?::; S?:trl]ls
TRAINING Subscribar Adrministratar 21742004 REND e dons 5 N Edi Repon Status
TEAIMIMG hWlegan McCarran 202712004 Training TEST 4 i Edit Report Status
TRAIMING Alec Karry 2/15/2004 Sample Gap 1D 3 i Edit Report Status
TEAINIMG Alec Karry 20152004 Sample Gap D Version 2 &) & Edit Repont Status
TRAIMING Alec Karry 2/15/2004 Gap A 3 i Edit Report Status
TEAIMNIMG Alec Karry 20152004 Gap A Wersion 2 ) & Edit Repont Status
TRAIMING Alec Karry 2/15/2004 Gap KA 3 i Edit Report Status
TEAIMNIMG Subscriber Administrator 3152002 MHS Samp 001 3 & Edit Repont Status
TRAIMING Sail Brown 3/15/2004 MHS Samp xx.2 3 i Edit Report Status
TRAIMING Subscriber Adrministrator 5/21/2004 TEST GAP 4 i Edit Report Status
TRAIMING Subscriber Adrministrator 54142004 DEMD GAF 4 i Edit Report Status
TEAINIMG Subscriber Administrator 55212004 TEST GAF “ersion 2 4 & Edit Repont Status
TRANIMNG subscriber Administrator £B2004 TEST AP Version 3 4 M Edit FHeport Status
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Subscription Maintenance

Reassign Lead Users (1.3

« The Subscriber Administrator has the ability to reassign
Lead Users from one Gap Analysis to another

« (Can only be done for Gaps within your Subscription

« The Lead User account must be established by the
Subscriber Administrator before they can be assigned as
a Lead User for a specific Gap Analysis
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Subscription Maintenance

Reassign Lead Users (o3

1. Select the Edit link from the Gap Analysis Project List

screen
m Gap Analysis Project List m
Baseline Administrative Simplification Integrated Compliance Saolution

Answer Assignments CuEEE:Ziun Gap ID Rel REE;“ Edit Report s;?]t:ft S?:tt]ls
TRAINING Subscriber Administrator 2172004 Rl o B 3 N  Edi Repot Status
TRAIMMNG Megan MeCarron 202752004 Training TEST 4 dit Eeport Status
TRAIMMNG Alec Karry 21552004 Sample Gap ID Edit Feport Status
TRAIMMNG Alec Karry 21552004 sample Gap 1D Yersion 2 3 il Edit Repot Status
TRAIMING Alec Karry 21572004 Gap A 3 M Edit Feport Status
TRAIMMNG Alec Karry 21552004 Gap A Wersion 2 3 il Edit FEeport Status
TRAIMING Alec Karry 21572004 Gap XX 3 M Edit FHeport Status
TRAIMMNG Subscriber Administrator 3Mae2002 MHS Samp xx.1 3 il Edit Feport Status
TRAIMNING Zail Browen 31572004 MHS Samp xx.2 3 M Edit FReport Status
TRAIMING Subscriber Administrator 572172004 TEST GAPR 4 M Edit Feport Status
TRAINING Subscriber Administrator 51472004 DEMO GAF 4 M Edit Feport Status
TRAIMIMNG Subscriber Administrator a721,2004 TEST GAF “ersion 2 4 M Edit FHeport Status
TRAINING Subscriber Administratar 752004 TEST GAPR “ersion 3 4 i Edit FReport Status
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Subscription Maintenance

Reassign Lead Users o3

2. Select a new “Lead User” from the drop down box

3. Click on the Update button

Data Collection Date {mm/dd/yyyy)
Target Completion (mm/dd/yyyy)
Project Start (mm/dd/yyyy)

Gap ID

Gap Active

Date Completed (mm/dd/yyyy)

P o re -
|_Admin_| Ediit Gap Analysjg
Lead User Megan McCarron

Alec Karry
Gl Brow
i 1.7 3

Megan McCarran
Matalie Scovel
Amanda Colantuoni
Mr. Paul Mussington

Subscriber Administrator
T

Notes for Client

Internal

HIPAA Rule

Please select the HIPAA Rule this GAP is associated with. If this GAP is being used for training
or testing purposes, and will not be used for rolled up reporting, please leave the selection blank.
Reporting Tag

Security Standards

I

Archive to File Project Plan Project Plan XLS Reassign User Assignments I Update
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Subscription Maintenance

License Packs

* Alicense pack is a collection of users per subscription
« Standard license packis 3—-3—-5
* The system will let you know when you have run out

« The Subscriber Administrator is responsible for contacting
the HIPAA Support Center if they run out of license packs

Lead Users | Regular Users | Gap Per Lead

3 3 5
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Subscription Maintenance

Maintenance Summary

* You should now be able to:

— Edit user accounts within your subscription as the Subscriber
Administrator

— Inactivate users within Subscription
— Reassign Lead Users to Gap Analysis

— ldentify what to do if you run out of license packs
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Presentation Summary

You should now be able to:

|dentify the use of HIPAA BASICS™ in achieving HIPAA
Compliance (Privacy/Security)

Describe the user roles and responsibilities within HIPAA
BASICS™

Perform the functions of the Subscriber Administrator in
HIPAA BASICS™

Perform the functions of the Lead User in HIPAA BASICS™

Describe the Report Admin interface and generate rolled up
reporting
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Resources

DoD 6025.18-R, “DoD Health Information Privacy
Regulation”, January 2003

DoD 8580.X-R, DoD Health Information Security Regulation
(Draft)

www.tricare.osd.mil/tmaprivacy/HIPAA.ctm
privacymail@tma.osd.mil for subject matter questions
hipaasupport@tma.osd.mil for tool related questions

http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm to
subscribe to the TMA Privacy Office E-News

HIPAA Service Privacy/Security Representatives
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